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ABSTRACT

Today, the manifestations of human rights in artificial intelligence and the aspects of its legitimacy represent a
critical challenge centered on how to address related gaps, risks, and their influence on the principles of human
rights. Key concerns in this domain include algorithmic transparency, cybersecurity vulnerabilities, injustice, bias
and discrimination, privacy issues, data protection, liability for harm, and the absence of accountability, all of which
have been examined using a library-based research method. This study focuses on the concept of "vulnerability"
as a foundation for consolidating an understanding of the domain of artificial intelligence and fundamental human
rights, which are frequently at the heart of concern. It employs this concept to explore the process of legitimizing
the application of such technology. The findings indicate that, despite the progress made in the legal and regulatory
governance of artificial intelligence and the acknowledgment that this domain requires continuous evaluation and
agility in approach, the discussion advances the argument that, given the profound impacts of Al technologies—
particularly on vulnerable individuals and groups and their human rights—it is crucial to evaluate their legitimacy
through the lens of ethics before introducing them into spheres that affect individual rights.
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conference of data protection and privacy commissioners).
Marrakech: EDPS; 2016 Retrieved from
https://edps.europa.eu/sites/edp/
files/publication/16- 10- 19_marrakesh ai_paper_en.pdf.
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EXTENDED ABSTRACT
The increasing integration of artificial

intelligence (AI) into various facets of
contemporary life has prompted critical
discussions regarding its impact on
fundamental human rights. While AI offers
transformative potential, particularly in
fostering innovation and economic growth, its
unchecked implementation raises substantial
concerns about legality, ethics, and legitimacy.
The conceptual scope of Al, however, remains
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contested. Although widely applied, no
universally accepted definition exists, which
complicates legal oversight. Some scholars
view Al as a technological extension of human
cognition, encompassing perception,
reasoning, learning, interaction, and creativity
(Rai & Constantinides, 2019; Stone et al., 2022).
Others emphasize its capacity to influence
both real and virtual environments by making

predictions or decisions based on data
processing. This interpretive flexibility
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complicates the establishment of ethical and
legal standards. Nevertheless, the intersection
of Al and human dignity, especially through
the lens of wvulnerability, necessitates a
comprehensive framework. As Al technologies
gain autonomy and application in high-stakes
domains such as healthcare, justice, and
surveillance, concerns surrounding privacy,
accountability, and bias intensify (Veale et al.,
2018). These risks disproportionately affect
marginalized groups, further entrenching
systemic inequalities. Consequently, any
legitimate deployment of AI must prioritize
human rights through transparent algorithmic
structures and ethical safeguards (Ghaly,
2022).

The legitimacy of AI must be interrogated in
terms of its alignment with fundamental
principles such as dignity, equality, security,
and privacy. The right to human dignity, as
enshrined in international charters, functions
as the cornerstone of fundamental rights and
offers a vital threshold for evaluating Al
applications (Commissioner for Human Rights,
2019; Ginevra Le, 2022). Dignity implies
intrinsic value and personal autonomy, which
automated decision-making systems may
compromise. For instance, video surveillance
or employer data collection in sensitive
contexts threatens personal integrity and
psychological well-being (Richardson et al.,
2019). Moreover, a tension exists between the
efficiency-driven rationale of AI and the
supremacy of human agency. While some
advocate for a “human-in-the-loop” model,
others warn against the gradual erosion of
personal  sovereignty as  algorithmic
governance becomes normalized. With
developments in artificial general intelligence
(AGI), this concern becomes more urgent.
Scholars such as Rifkin have warned about the
systemic displacement of labor across
historical industrial revolutions—a trend that
Al may intensify in the Fourth Industrial
Revolution. This challenges ethical and

philosophical constructs that underpin human
superiority, autonomy, and labor rights.
Therefore, the legitimacy of Al must rest not
merely on performance metrics but on its
ethical implications and the extent to which it
honors the dignity and personhood of those it
affects.

Furthermore, the integration of AI raises
complex questions regarding data protection,
non-discrimination, and equitable access. At
the heart of privacy concerns are the twin
rights to respect for private life and personal
data protection, as articulated in Articles 7 and
8 of the Charter of Fundamental Rights of the
European Union (Heleen, 2020). These rights
are essential for safeguarding individual
autonomy and enabling the free development
of personality. Yet, Al systems often rely on
vast datasets, raising the specter of invasive
profiling, identity theft, and targeted
manipulation. Transparent data usage
protocols, consent frameworks, and regular
audits are necessary to maintain public trust
and ethical compliance (Lilian & Michael,
2017). Equally pressing is the challenge of
algorithmic bias and discrimination. Al
systems can inadvertently perpetuate existing
inequalities when trained on skewed datasets.
Case studies like that of Brisha Borden and
Vernon Prater illustrate the disproportionate
risk assessment AI systems impose on
individuals based on race or background
(Mostafavi Ardebili et al., 2022). These
outcomes highlight the critical need for
fairness, which encompasses both procedural
transparency and outcome equity (Wachter et
al., 2021). Fairness, however, remains a
contested concept, shaped by cultural, social,
and temporal contexts (Mehrabi et al., 2022).
The absence of a wuniversal definition
complicates legal codification and judicial
enforcement. Even ideal Al systems may yield
biased decisions due to underlying systemic
and policy variables. This underscores the
necessity for interdisciplinary collaboration



between legal scholars and technical
developers to align AI systems with human
rights mandates.

In the context of personal security,
transparency emerges as both a legal
imperative and a functional necessity. The
opacity of Al decision-making—referred to as
the “black box” problem—presents significant
legal and ethical challenges. Individuals
affected by algorithmic outcomes, such as
employment denial or loan rejection, often
remain unaware of the logic behind these
decisions (Kaminski, 2019). To mitigate this,
European data protection regulations (e.g.,
GDPR Articles 13 and 14) mandate disclosure
of data processing purposes, recipient
categories, and storage durations. Yet, even
these frameworks fall short of ensuring
substantive understanding or meaningful
consent. Calls for a “right to explanation” aim
to bridge this gap by obligating AI developers
to offer intelligible and accessible justifications
for automated decisions. Nevertheless, critics
argue that the technical complexity of Al
systems often renders such rights illusory in
practice. The need for transparency extends
beyond individual rights—it is crucial for
systemic accountability. Legal scholars and
practitioners advocate for mechanisms that
enable regular audits, stakeholder
engagement, and redressal channels. Without
these, the risk of arbitrary or discriminatory
practices escalates. Transparency also
intersects with cybersecurity concerns. As Al
systems become integral to critical
infrastructure, their susceptibility to data
breaches and algorithmic manipulation poses
grave threats to public safety (Kaminski, 2019).
Robust cybersecurity measures, human
oversight, and resilience protocols are
essential to counteract these vulnerabilities.
The concept of technological determinism—or
the idea that technological developments
dictate social and legal structures—further
complicates the debate over AI legitimacy.

Some scholars argue that law often lags behind
technological progress, leading to regulatory
vacuums that jeopardize human rights
(Stéphanie Laulhé & Yulia, 2024). The
European Union has attempted to bridge this
gap through a series of legislative instruments
such as the General Data Protection
Regulation (GDPR), Digital Markets Act
(DMA), and the proposed Artificial
Intelligence Act (AIA). These aim to create a
harmonized legal framework that balances
innovation with ethical safeguards. However,
critics caution that overregulation may stifle
innovation, while underregulation risks
unchecked corporate dominance and human
rights violations. The influence of powerful
tech lobbyists may further dilute legal
protections. = Moreover, Al  systems—
particularly those built on large language
models—raise new ethical dilemmas not fully
contemplated in existing laws (Chalmers,
2019). These include the spread of
misinformation, erosion of democratic
deliberation, and algorithmic surveillance.
Technological determinism, when left
unchecked, could undermine democratic
accountability and public trust.
Acknowledging this, scholars propose
embedding ethical norms at the design stage of
Al systems—a principle known as “ethics by
design” (Hallstrom, 2022). By integrating
human rights considerations into the
foundational architecture of Al technologies,
societies can better navigate the complex
interplay between innovation and legitimacy.
In conclusion, while this study offers an
introductory survey of the intersection
between Al and fundamental human rights, it
reveals significant gaps in the ethical, legal,
and institutional frameworks that govern this
rapidly evolving domain. Al technologies pose
multifaceted challenges that intersect with
human dignity, data protection, -equity,
personal security, and democratic governance.
Addressing these challenges demands a
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paradigm shift—from reactive regulation to
proactive ethical design, from siloed
governance to interdisciplinary collaboration,
and from mere compliance to sustained
accountability. The legitimacy of AI hinges not
on its technical sophistication but on its
alignment with the values and rights that
underpin democratic societies. Moving
forward, lawmakers, technologists, and civil
society must engage in continuous dialogue to
ensure that Al serves the public good without
compromising individual freedoms. This study
advocates for a rights-based approach to Al
governance that centers on the vulnerable,
foregrounds ethical scrutiny, and upholds the
principles of justice, equality, and human
dignity.
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