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ABSTRACT

Digital transformation in the oil and gas industry, particularly in critical infrastructure such as the South Pars refineries, has
increased efficiency, data integration, automation, and reduced operational costs. At the same time, however, it has significantly
expanded the cyberattack surface. In this context, information technology contractors, who play a central role in the design,
installation, maintenance, updating, support, and integration of operational technology systems and industrial control systems,
may incur civil liability when cyberattacks occur. The principal question addressed in this article is: What is the legal basis for
the civil liability of these contractors for damage arising from attacks on industrial control systems in the South Pars refineries?
Employing a descriptive-analytical method and an argumentative approach, and drawing on legal sources, industrial
cybersecurity standards, and experience gained from major cyberattacks, this study demonstrates that a contractor's mere
reliance on technical complexity or the professional nature of the risks is insufficient to exempt it from liability. Rather, civil liability
may be established whenever negligence is proven in secure system design, network segmentation, security patch
management, access control, event logging, continuous monitoring, or user training. The article further concludes that, in
information technology contracts concerning critical infrastructure, the traditional obligation-of-means model should be
reconceptualized in favor of a heightened professional duty of care. This approach should be complemented by stronger
contractual mechanisms, including risk allocation, cyber insurance, explicit obligations to comply with applicable standards, and
security-audit clauses.
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EXTENDED ABSTRACT
The rapid digitalization of the oil and gas

industry has fundamentally altered the
operational architecture of refineries by
integrating information technology systems
with operational technology, industrial control
systems, supervisory control and data
acquisition platforms, programmable logic
controllers, safety instrumented systems, and
remote monitoring infrastructures. This
transformation has enhanced efficiency,
process integration, production continuity,
data exchange, predictive maintenance, and
real-time decision-making; however, it has
simultaneously expanded the cyberattack
surface of critical energy infrastructure. In the
South Pars refineries, where industrial
processes are closely connected to national
energy security, a cyber incident may extend
far beyond data loss or temporary service
disruption and may cause production
shutdowns, physical equipment damage,
explosions, fires, toxic releases, environmental
contamination, bodily injury, financial loss,
and widespread disruption of downstream
energy activities. Industrial control systems
are particularly sensitive because cyber
intrusions may directly manipulate physical
processes rather than merely compromise
information confidentiality. The convergence
of information technology and operational
technology therefore creates a complex legal
environment in which technical errors may
produce extensive physical and economic
consequences (Stouffer et al.,, 2023; Weaver,
2014). Information technology contractors
and system integrators occupy a central
position within this environment because they
may be responsible for network architecture,
system deployment, equipment configuration,
cybersecurity  controls, remote access,
software updates, patch management, event
logging, technical support, system integration,
and incident response. Their access to critical
components places them at the center of the
cybersecurity trust chain and makes their

professional conduct legally significant.
Accordingly, the principal objective of this
study is to determine the legal foundations,
conditions, and scope of the civil liability of
information technology contractors for
damage resulting from cyberattacks against
industrial control systems in the South Pars
refineries. The study also examines whether
the traditional contractual distinction between
an obligation of means and an obligation of
result remains adequate in relation to
cybersecurity duties in critical infrastructure,
or whether the dangerous and highly
specialized nature of the activity requires a
heightened professional standard of care.

This study adopts a descriptive-analytical legal
methodology combined with an argumentative
approach. It analyzes the general principles of

Iranian civil liability law, contractual
obligations, professional negligence,
causation, compensation, jurisprudential

rules, and the legal significance of industrial
cybersecurity standards. The analysis is based
on the premise that the designation used in a
contract does not, by itself, determine the
contractor’s civil liability; rather, the
contractor’s actual technical role in creating,
controlling, increasing, or preventing cyber
risk must be assessed. An information
technology contractor may include a software
company, network infrastructure provider,

cybersecurity service provider, system
integrator, operational technology
maintenance contractor, industrial
automation specialist, or remote-access

service provider. Any such contractor whose
activities materially affect the confidentiality,
integrity, availability, safety, or resilience of
industrial control systems may be exposed to
liability where professional misconduct
contributes to damage. The study also
distinguishes between cyberattacks against
ordinary administrative systems and attacks
against operational technology environments.
In conventional information systems,
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confidentiality often receives the greatest
attention, whereas in operational technology
environments, availability, continuity, process
integrity, and physical safety are frequently
prioritized. A technical intervention that is
acceptable in an administrative network, such
as the immediate shutdown of a system for
patch installation, may be hazardous in a
refinery control environment. Therefore, the
legal assessment of conduct must reflect the
operational context and cannot be based solely
on general information technology practices
(Stouffer et al., 2023). The study further
considers the importance of supply-chain
dependencies, legacy equipment, third-party
software, remote vendor connections,
outdated firmware, multiple subcontractors,
and the limited availability of updates. These
factors complicate both technical attribution
and legal causation, particularly when several
contractors or operators have simultaneously
contributed to the vulnerability.
Consequently, the preservation of logs,
configuration records, access histories,
architecture diagrams, vulnerability reports,
change-management records, service-level
agreements, and incident-response
documentation becomes essential not only for
cybersecurity governance but also for
establishing or rebutting legal responsibility.

The findings demonstrate that the civil liability
of information technology contractors under
Iranian law has a composite legal basis. First,
liability may arise from fault where the
contractor, through intent, negligence,
recklessness, lack of skill, failure to comply
with professional regulations, or omission of
necessary precautions, causes damage to
another person. The professional status of the
contractor significantly affects the applicable
standard of conduct. An information
technology contractor operating in a refinery
should not be assessed according to the
behavior of an ordinary person, but according
to the conduct expected of a cautious,

competent, and informed professional
possessing specialized knowledge of industrial
cybersecurity and the dangers of -critical
infrastructure (Katouzian, 2007; Pour-Ostad,
2018). Second, contractual liability may arise
where the contractor fails to perform express
or implied security obligations. Such
obligations may concern secure architecture,
network segmentation, patch management,
access control, incident logging, system
recovery, vulnerability assessment,
compliance with agreed technical standards,
or the maintenance of operational continuity.
Contractual liability is not limited to literal
nonperformance; defective performance that
formally satisfies delivery requirements but
leaves the system materially insecure may also
constitute a breach, because contractual
obligations must be performed in a manner
that fulfills the legitimate purpose of the
agreement (Katouzian, 2009; Taghizadeh,
2022). Third, the jurisprudential and legal
doctrines of direct destruction and causation
provide an additional foundation for liability.
A contractor is rarely the direct perpetrator of
the cyberattack, but may create the conditions
through which the attacker causes harm.
Where an insecure remote-access channel,
unpatched vulnerability, default password,
inadequate network boundary, or defective
security configuration constitutes an effective
and foreseeable cause of the damage, the
contractor may be regarded as a legally
relevant cause even though the immediate
harmful act was committed by a third-party
attacker (Jafari Langroudi, 2008; Mohageq
Damad, 2010). The principle against causing
harm also reinforces the protective orientation
of civil liability and prevents technical
complexity or contractual limitations from
being used as instruments for wunjustly
transferring the consequences of professional
negligence to victims (Makarem Shirazi, 1990;
Safaei & Rahimi, 2012).



The analysis identifies several technical and
professional failures that may constitute
legally relevant negligence. One of the most
significant is the insecure design of network
architecture, particularly the failure to
properly separate administrative systems,
control networks, critical assets, remote-
access gateways, and industrial demilitarized
zones. If a contractor creates an architecture
through  which compromise of the
administrative network can easily spread to
operational technology, such conduct may
constitute both a breach of contractual duties
and a cause of the resulting physical damage.
Other important forms of negligence include
inadequate  patch and  vulnerability
management, failure to assess or test updates
before deployment, prolonged exposure to
known critical vulnerabilities, absence of
compensating controls for legacy systems, and
failure to document the reasons for delaying
security updates. Insecure remote access is
another major source of liability, especially
where contractors use shared credentials,
weak passwords, unsafe communication tools,
permanent vendor accounts, or connections
lacking multifactor authentication and session
monitoring. The use of default configurations,
unnecessary ports, unused services, factory-
set passwords, and ©poorly secured
maintenance accounts also falls below the
expected standard of professional care. Failure
to activate, preserve, and review logs may
increase damage by delaying detection and
may also obstruct later investigation, thereby
complicating the determination of causation
and responsibility. Inadequate training of
operators and users may similarly create
liability where the contractor was responsible
for awareness programs, removable-media
controls, phishing prevention, access
protocols, or incident-response procedures.
These duties are particularly significant
because many industrial attacks exploit a
combination of technical vulnerabilities and

human error. The professional standard
applicable in critical infrastructure must
therefore be stricter than that applied to
ordinary commercial projects. Although
cybersecurity cannot guarantee the absolute
prevention of every attack, a contractor cannot
rely on the inherent uncertainty of cyber
threats where the intrusion occurred through
a well-known and preventable weakness.
Historical incidents such as Stuxnet
demonstrated that malicious code can
manipulate industrial processes and produce
physical consequences, thereby transforming
cybersecurity from an information-protection
concern into a matter of operational safety and
physical risk (Langner, 2011). Research
concerning industrial control system incidents
likewise confirms that vulnerabilities in
supervisory and control environments may
produce effects that extend far beyond
conventional data breaches (Miller & Rowe,
2012).

A central legal issue concerns causation and
the extent to which the criminal act of an
external attacker interrupts the causal
connection  between the  contractor’s
negligence and the resulting loss. The study
concludes that the intervention of a malicious
third party should not automatically exempt
the contractor from liability. In critical energy
infrastructure, cyberattack is generally
foreseeable, and cybersecurity contractors are
specifically engaged to identify, reduce, and
manage such threats. Therefore, where the
contractor creates or fails to eliminate a
vulnerability that constitutes a normal and
foreseeable route of exploitation, the attacker’s
conduct forms part of the causal chain rather
than necessarily breaking it. The contractor
may be liable if its omission was an effective
and legally relevant factor in the occurrence or
aggravation of the damage, even when other
factors also contributed (Salehi, 2022). The
determination of causation in such cases
requires detailed technical expertise and
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careful evaluation of logs, access records,
network  topology, system  versions,
vulnerability = assessments, maintenance
reports, contractor warnings, employer
decisions, and the sequence of events. Liability
may also be distributed among several actors,
including the employer, main contractor,
subcontractor, equipment manufacturer,
software vendor, system operator, and
communications provider. The presence of
multiple causes should not create practical
immunity for a professional contractor whose
failure materially increased the risk. The
compensable losses resulting from such
attacks may include system restoration costs,
data recovery expenses, emergency upgrades,
malware removal, equipment repair,
production interruption, loss of materials,
expert investigation costs, lost profits, bodily
injury, death, environmental damage,
reputational harm, and damage sustained by
third parties. In contractual relationships, the
contractor may be responsible to the refinery
operator, whereas in relation to employees,
neighboring  communities, = downstream
companies, or other third parties,
noncontractual liability may arise. Contractual
clauses limiting liability should be interpreted
narrowly in the context of critical
infrastructure, particularly where gross
negligence, professional recklessness, bodily
injury, environmental harm, or public
interests are involved. Compliance with
recognized standards may constitute evidence
that the contractor exercised professional care,
but formal or documentary compliance alone
is insufficient. The decisive issue is whether
the implemented controls were real, effective,
properly maintained, and appropriate to the
actual risks of the refinery environment
(Amini, 2021; Hosseini, 2020; Nobakht, 2021).
In conclusion, the civil liability of information
technology contractors for cyberattacks
against industrial control systems in the South
Pars refineries should be understood as a

multidimensional form of responsibility
located at the intersection of contract law, tort
law, professional liability, industrial safety,
cybersecurity governance, and the protection
of public interests. The dangerous nature of
refinery operations, the national significance
of energy infrastructure, and the potential for
cyber incidents to produce physical,
environmental, human, and economic harm
justify the application of a heightened
professional standard of care. Contractors
cannot reasonably be required to guarantee
that no cyberattack will ever occur, but they
must fully perform all professional duties
relating to secure design, network
segmentation, vulnerability management,
controlled remote access, event logging,
continuous monitoring, user training, risk
assessment, incident response, system
recovery, and transparent warning. The
conventional obligation-of-means model
should therefore be reformulated as a
heightened professional obligation of means,
under which the contractor is expected to
demonstrate not merely ordinary effort but
specialized, documented, risk-sensitive, and
standards-based conduct. Effective risk
allocation also requires the redesign of
information technology contracts in the oil
and gas sector. Such contracts should
expressly define security obligations, reference
applicable standards, allocate responsibility
among contractors and subcontractors,
regulate remote access, require the
preservation of digital evidence, establish
formal warning and risk-acceptance
procedures, provide for independent security
audits, and require adequate professional
liability and cyber insurance. Clearer sector-
specific regulations are also necessary to
define the duties of cybersecurity actors in
critical infrastructure and to reduce
uncertainty  concerning  documentation,
reporting, inspection, causation, and
compensation. Through these measures, it is



possible to establish a more appropriate
balance among technological innovation,
continuity of production, protection of
victims, and legal accountability.

References

Amini, R. (2021). Cyber Law and Liability Arising
from Information Security Breaches. Jangal.

Hosseini, S. M. (2020). Legal Analysis of Critical
Infrastructure Security in Iran. Journal of Public
Law Studies, 21(3), 133-160.

Ibn-Najjar, M. (2019). Civil Liability and
Compensation for Damage in Iranian Law.
Mizan.

Jafari Langroudi, M. J. (2008). Legal Terminology.
Ganj Danesh.

Katouzian, N. (2007). Extra-Contractual
Obligations: Civil Liability. University of Tehran
Press.

Katouzian, N. (2009). General Rules of Contracts.
Sherkat-e Sahami Enteshar.

Langner, R. (2011). Stuxnet: Dissecting a
Cyberwarfare Weapon. IEEE Security & Privacy,
9(3), 49-51.

Makarem Shirazi, N. (1990). Al-Qawa'id al-
Fighiyyah. Imam Ali ibn Abi Talib School.

Miller, B., & Rowe, D. (2012). A Survey of SCADA and
Critical Infrastructure Incidents. Proceedings of
the 1st Annual Conference on Research in
Information Technology,

Mohageq Damad, S. M. (2010). Rules of
Jurisprudence, Civil Section. Center for Islamic
Sciences Publishing.

Nobakht, S. (2021). Civil Liability Arising from Data
Breach and Cybersecurity. SAMT.

Pour-Ostad, A. (2018). Foundations of Professional
Civil Liability. Khorsandi.

Safaei, S. H., & Rahimi, H. (2012). Civil Liability and
Compensation for Damage. SAMT.

Salehi, H. (2022). Civil Liability Arising from
Emerging Technology Risks. Journal of the
Faculty of Law and Political Science, 51(4), 57-
84.

Stouffer, K., Stouffer, K., Pease, M., Tang, C.,
Zimmerman, T., Pillitteri, V., & Thompson, M.
(2023). Guide to Operational Technology (OT)
Security (NIST Special Publication 800-82 Rev.
3, Issue.

Taghizadeh, M. (2022). Contractual Liability in
Information Technology Projects. Quarterly
Journal of Private Law Research, 19(2), 85-112.

Weaver, N. (2014). ICS Security: Industrial Control
Systems in the Digital Age. Communications of
the Acm, 57(7), 28-30.

Ty G 6 ST 6 reprie)



