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ABSTRACT

The expansion of online gaming and the emergence of large-scale interactive platforms have generated novel challenges in the
field of criminal law. Among these challenges, determining the scope of the criminal liability of online gaming platform
administrators has become a significant issue within the Iranian legal system. The complex structure of these platforms and their
interactive nature have created environments in which harmful or criminal behaviors may emerge. However, legislative gaps
and ambiguities within existing legal provisions have made the attribution of liability to platform administrators particularly difficult.
This study was conducted using a descriptive-analytical method and relied on library-based sources. It examines the issue of
the criminal liability of online gaming platform administrators from the perspective of social reaction criminology. Furthermore,
through a comparative approach, selected legal experiences concerning the regulation of digital platforms are analyzed. The
objective of this approach is to provide a comprehensive examination of the theoretical and legal foundations of administrators’
liability within interactive digital environments. The findings indicate that the current legal framework in Iran is inadequate for
addressing the complexities of online gaming environments. The difficulty of proving administrators’ knowledge and fault, as well
as the absence of clear criteria for evaluating supervisory obligations, constitute some of the most significant challenges in this
area. The findings also demonstrate that gaming platforms are gradually becoming part of broader mechanisms of social control
in cyberspace. This development highlights the growing necessity of redefining the role and responsibilities of platform
administrators. Based on the findings, a specific legal framework should be developed to regulate the activities of online gaming
platforms, with clearly defined supervisory duties for administrators. The adoption of a risk-management approach and the
differentiation of various forms of liability—including liability arising from knowledge, negligent supervision, and participation in
harmful conduct—may provide effective solutions. In addition, the implementation of a smart regulatory model combining
legislation, platform self-regulation, and public oversight may contribute to balancing the growth of the gaming industry with the
protection of users.
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EXTENDED ABSTRACT
The rapid expansion of online gaming

platforms has transformed digital games from
simple entertainment products into complex
interactive environments in which legal,
social, economic, and criminological issues are
increasingly  intertwined. = Contemporary
online games host large communities of users
who communicate, compete, exchange virtual
items, and sometimes participate in quasi-
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economic transactions within platform-based
ecosystems. These environments create new
opportunities for social interaction, but they
also generate risks such as cyber-harassment,
in-game fraud, identity misuse, unlawful
transactions involving virtual assets, and the
circulation of harmful content. Within this
context, the criminal liability of online gaming

platform administrators has become a
significant and under-theorized issue,
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particularly in legal systems that have not yet
developed specific regulatory frameworks for
interactive digital environments. Traditional
criminal law usually focuses on the direct
perpetrator of an offense, yet online platforms
complicate this model because harmful
conduct often occurs within technical and
social structures designed, governed, and
moderated by platform administrators.
Therefore, the central problem is not merely
whether individual users commit criminal
acts, but whether platform administrators may
bear responsibility when their managerial
decisions, omissions, or structural designs
facilitate harmful conduct or fail to respond
adequately to foreseeable risks. This issue is
especially important in Iran, where existing
cybercrime regulations largely address classic
computer crimes such as unauthorized access,
data destruction, and illegal content
dissemination, but do not clearly define the
duties of online gaming platforms toward
user-generated harms (Abouzari & Sahraei,
2017; Dehghan, 2017; Razavifard & Mousavi,
2016).

The theoretical foundation of this study is
grounded in social reaction criminology,
which provides a useful framework for
analyzing the role of digital platforms in
defining, managing, and responding to deviant
behavior.  Social reaction criminology
emphasizes that crime and deviance are not
merely objective properties of individual
conduct, but are shaped through social,
institutional, and legal reactions. In this view,
the classification of behavior as deviant or
criminal depends partly on how social
institutions identify, label, regulate, and
respond to it. In digital environments,
platforms increasingly perform functions that
were traditionally associated with formal or
informal systems of social control. Online
gaming platforms establish behavioral rules,
define prohibited conduct, -classify user
behavior as acceptable or unacceptable,

suspend accounts, remove content, restrict
access, and sometimes refer cases to legal
authorities. These mechanisms show that
platform administrators are not passive
technical intermediaries; rather, they operate
as regulatory actors within digital spaces.
Their decisions may determine whether
abusive, fraudulent, or harmful conduct is
ignored, normalized, contained, or escalated
to formal legal intervention. This role becomes
particularly significant because many conflicts
within online games are first processed at the
platform level before ever reaching law
enforcement or courts. Accordingly, analyzing
criminal liability in this context requires
attention not only to direct causation and
individual fault, but also to the platform’s role
in shaping social reactions to deviance and in
constructing digital order (Feyzabadi, 2020;
Groombridge, 2008; Hu & Lovrich, 2024).

From a legal perspective, the liability of online
gaming platform administrators should be
examined through the interaction of fault,
knowledge, causation, and supervisory duty.
In classical criminal law, liability normally
depends on a demonstrable relationship
between the offender’s conduct and the
harmful result, together with a sufficient
mental element. However, in digital gaming
environments, harmful conduct is often
mediated by technical infrastructures,
algorithmic  systems, reporting tools,
automated moderation mechanisms, and user
interaction protocols. This makes attribution
more complex. Administrators may not
directly commit the harmful act, but they may
possess the technical capacity to prevent,
detect, mitigate, or respond to it. The key legal
question is therefore whether failure to
exercise such capacity, especially after
receiving repeated reports or after becoming
aware of recurring patterns of harm, can be
interpreted as culpable negligence, omission,
or failure of supervision. The answer requires
a balanced approach. On the one hand,



imposing  strict liability on platform
administrators for all user misconduct would
be unrealistic and could suppress innovation
in the gaming industry. On the other hand,
treating platforms as entirely neutral hosts
would ignore their active role in designing
interactional environments and controlling
user behavior. A more appropriate model is
one that distinguishes between ordinary user
misconduct beyond reasonable administrative
control and situations in which platform
managers knew, should have known, or
materially contributed to the risk through
defective design or negligent governance
(Aghapour et al, 2023; Bazvand &
Nourmohammadi, 2021; Mirsaeedi, 2011).

The Iranian legal system faces several
challenges in addressing this issue. First, there
is no specific legislative framework that
defines the legal status of online gaming
platforms as interactive environments with
social and economic consequences. Existing
cybercrime rules are insufficient because they
were  primarily designed for more
conventional forms of computer crime and do
not adequately address real-time multiplayer
interaction, in-game economies, user-
generated = communication, algorithmic
moderation, or platform-based behavioral
governance. Second, proving the knowledge
and fault of administrators is practically
difficult because online games involve massive
volumes of user activity, much of which occurs
instantly and across technically complex
systems. A harmed user may claim that a
platform failed to respond to harassment,
fraud, or account theft, but proving that
administrators had actual knowledge or
should reasonably have known about the risk
requires access to internal reports, moderation
records, server logs, algorithmic decisions,
and technical evidence that users and courts
may not easily obtain. Third, causation is often
indirect and multi-layered. A criminal act may
be committed by a wuser, but weak

authentication, ineffective reporting systems,
insufficient moderation, poor transaction
design, or delayed administrative response
may contribute to the harm. These evidentiary
and doctrinal difficulties indicate that Iran
needs a clearer legal framework capable of
distinguishing between direct user liability,
negligent platform supervision, and structural
facilitation of harm (Dehghan, 2017; Ghaemi et
al., 2024; Razavifard & Mousavi, 2016).

The proposed framework for Iran should
therefore be based on risk management,
differentiated liability, and smart regulation. A
risk-management approach recognizes that
online gaming platforms inevitably create
certain risks, but it does not require
administrators to eliminate all possible harms.
Instead, it requires them to adopt reasonable,
proportionate, and technically feasible
measures to identify and reduce foreseeable
risks. Such measures may include reliable
reporting systems, transparent disciplinary
procedures, age-appropriate  safeguards,
transaction monitoring, anti-fraud
mechanisms, account security protections,
and cooperation with judicial authorities in
serious cases. Differentiated liability is also
essential. The strongest form of responsibility
may arise when administrators have actual
knowledge of harmful or criminal conduct and
fail to respond. A second level may involve
negligent supervision, where administrators
lack direct knowledge but have failed to
establish adequate preventive and monitoring
systems despite foreseeable risks. A third and
more serious level may arise when platform
design, algorithms, reward mechanisms, or
administrative policies actively amplify
harmful behavior or create criminogenic
opportunities. Smart regulation can combine
statutory duties, platform self-regulation,
public oversight, user participation, and
periodic transparency reporting. This model is
preferable because it avoids both over-
criminalization and regulatory passivity. It
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also encourages platforms to invest in
prevention while preserving technological
innovation and the economic development of
the gaming sector (Aghapour et al., 2023; Hu &
Lovrich, 2024; Muhly, 2023; Nourbaha, 1999).

In conclusion, the criminal liability of online
gaming platform administrators must be
redefined in light of the structural realities of
digital interaction. Online gaming platforms
are no longer neutral technical channels; they
are complex social environments in which
rules, risks, sanctions, and patterns of
interaction are shaped by managerial and
algorithmic decisions. A modern legal
response must therefore move beyond the
narrow model of direct perpetration and
consider the platform’s role in organizing
digital behavior, managing foreseeable risks,
and responding to harmful conduct. For Iran,
the most appropriate path is the development
of a specific legal framework for interactive
digital services that clarifies supervisory
duties, establishes proportionate standards of
responsibility,  strengthens  cooperation
between platforms and judicial institutions,
and promotes preventive governance. Such a
framework should protect users without
imposing unrealistic burdens on platform
operators. It should also distinguish carefully
between unavoidable misconduct by users,
negligent failure to supervise, and active
structural contribution to harm. By adopting
this balanced model, the Iranian legal system
can better respond to the challenges of online
gaming, support the growth of the digital
gaming industry, and ensure a safer, fairer,
and more accountable environment for users.
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