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ABSTRACT

Internet lottery, as one of the modern manifestations of gambling within cyberspace, has gained particular importance from the
perspective of criminal law and financial crimes due to its reliance on chance, monetary payment, and digital structure. The
expansion of communication technologies, ease of internet access, and development of electronic payment instruments have
caused this phenomenon to emerge on a large scale, often with transnational characteristics. The present study, adopting a
descriptive—analytical approach, examines the possibility of committing crimes such as fraud, money laundering, and unlawful
acquisition of property through internet lottery platforms, while also attempting to analyze the legal status of this phenomenon
within the Iranian criminal justice system. In this regard, the study first investigates the fundamental characteristics of internet
lotteries, including their basis in games of chance, dependence on technical instruments, transnational nature, necessity of
financial value transfer, and the absence of direct participant involvement in the process of determining winners. Subsequently,
the criminalization of behaviors associated with internet lotteries under Iranian criminal law is analyzed, including agreements
for gambling, participation in lotteries, organization of prize drawings, establishment and management of virtual platforms, as
well as the production and support of related technological tools. The findings indicate that although Iranian criminal law does
not recognize an independent criminal title specifically for “internet lottery,” a range of related criminal offenses may encompass
various forms of conduct in this field. The study further demonstrates that, under certain circumstances, internet lottery may
serve as a means for perpetrating fraud or unlawful acquisition of property, and in legal systems where gambling is lawful, it may
even provide opportunities for exploitation in money laundering processes.
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EXTENDED ABSTRACT
Internet lottery, as a technologically mediated

form of gambling and chance-based financial
activity, has become a significant subject in
criminal law, cybercrime studies, and financial
crime analysis because it combines monetary
payment, uncertainty of outcome, digital
infrastructure, and often transnational
participation. Unlike traditional gambling,
which is usually confined to a physical place
and direct interaction between participants,
internet lottery operates through websites,
applications, online payment systems, and
algorithmic or platform-based winner-
selection mechanisms. This transformation
has changed both the structure of gambling
and the criminological risks associated with it,
because online environments provide
continuous  accessibility, relative user
anonymity, rapid financial transfers, and the
possibility of participation across multiple
jurisdictions (Gainsbury, 2015; Wall, 2007).
The central issue examined in this study is
whether internet lottery can create a legal and
factual basis for the commission of fraud,
money laundering, and unlawful acquisition of
property within the framework of Iranian
criminal law. Internet lottery is not merely a
recreational digital practice; rather, it is a
structured activity in which financial value is
transferred to an organizer or platform in
exchange for the possibility of receiving a
future prize based on chance. This nature
makes it comparable to online gambling
systems, which have been widely discussed as
new forms of risk-bearing digital markets and
as potential channels for illicit exploitation
(Gainsbury et al., 2015; Smith, 2025). From this
perspective, the phenomenon must be
analyzed not only as an extension of gambling
but also as a possible mechanism for
deception, illegal enrichment, and
concealment of criminal proceeds.

The present study adopts a descriptive—
analytical method and examines internet
lottery through the conceptual elements of

gambling, the criminalization of lottery-
related conduct, and its relationship with
financial crimes. The analysis first identifies
the defining characteristics of internet lottery:
reliance on a game of chance, dependence on
technical equipment and digital platforms,
transnational operation, necessity of financial
value transfer, and absence of direct
participation by users in the winner-selection
process. These characteristics distinguish
internet lottery from ordinary games and from
some traditional forms of gambling. The
reliance on digital tools means that
participation requires access to the internet,
online registration systems, electronic tickets,
payment gateways, and software mechanisms
that determine winners or manage lottery
entries. Such technical dependence also affects
criminal responsibility, because designers,
administrators, payment intermediaries,
support personnel, and platform operators
may each play different roles in enabling the
activity. The transnational nature of internet
lottery further complicates the matter:
participants, organizers, servers, payment
intermediaries, and support teams may be
located in different countries, creating
problems of jurisdiction, applicable law,
evidence collection, and enforcement (Levi &
Reuter, 2006; Wall, 2007). In addition, internet
lottery requires at least one transfer of
financial value from participants to organizers
and usually a second transfer from the
organizer to the declared winner. This
financial structure is central to the legal
analysis because it connects the activity to
illegal acquisition, fraud, and, in some
jurisdictions, laundering of proceeds. Finally,
the absence of direct participant involvement
in the actual determination of the winner
distinguishes internet lottery from many
forms of conventional gambling, where players
actively take part in the game itself.

The findings show that although Iranian
criminal law does not provide an independent



criminal title specifically named “internet
lottery,” several provisions can cover conduct
associated with it. The first relevant category is
agreement to participate in gambling or
betting. Under the Iranian criminal-law
framework, the material element of such
conduct may consist of express or implied
agreement for winning and losing, especially
where the loser or a third party becomes
obligated to transfer money, property, benefit,
or another financial advantage to the winner.
However, applying this model to internet
lottery raises difficulties. In traditional
gambling, parties usually know one another
and directly participate in the game, while in
internet lottery, participants may not know
each other and may only interact with the
platform. Moreover, the organizer may not
share the same intention as the participants:
participants intend to enter a chance-based
win-or-loss process, whereas the organizer
may primarily intend to profit from managing
the platform. This distinction complicates the
mental element of the offense. Another
difficulty concerns the required number of
participants. If the lottery requires a minimum
number of entries before the draw can occur,
the act of the first participant may be closer to
an offer or preparatory conduct than a
completed gambling agreement. Nevertheless,
because Iranian criminal law has adopted
broad language in relation to betting and
gambling conduct, such agreements may still
be treated as independently punishable where
the legal elements are satisfied (Goldouzian,
2004; Sabouripour & Tarkashvand, 2018).
Therefore, internet lottery exposes a doctrinal
tension between traditional concepts of
gambling and the decentralized, platform-
mediated structure of online chance-based
systems.

A second category concerns participation in,
organization of, and support for internet
lottery operations. Participation may include
purchasing a ticket or entering a digital draw,

while organization may include managing the
lottery platform, conducting the draw,
determining the winner, maintaining the
digital infrastructure, or enabling payment
transfers. In the Iranian legal framework,
establishing or administering a physical or
virtual space for gambling-related conduct
may create criminal liability, and support
activities such as designing, maintaining,
supplying, or operating gambling tools may
also be criminalized. In internet lottery, the
platform itself may function as the digital
equivalent of a gambling house, while
applications, payment gateways, electronic
tickets, and software tools may operate as
instruments of entry and participation. This
raises important questions about the liability
of platform owners, software developers,
financial-service providers, technical support
teams, advertisers, and persons who
knowingly provide bank accounts or payment
tools for lottery-related transactions. The
criminalization of these behaviors reflects the
fact that internet lottery is not a single act but
a chain of interdependent actions, including
platform creation, user recruitment, ticket
purchase, fund collection, winner selection,
prize payment, and post-transaction support.
Criminological literature also indicates that
gambling can be connected to broader
criminal behavior, especially when it becomes
habitual, financially compulsive, or embedded
in organized activity (Sabouripour &
Tarkashvand, 2018; Williams et al., 2012).
Accordingly, legal analysis must move beyond
the participant alone and examine the full
operational network that makes internet
lottery possible.

The study further demonstrates that internet
lottery may, under certain conditions, serve as
a vehicle for fraud. Fraud requires deception,
acquisition of property, and a causal
relationship between the deceptive conduct
and the victim’s transfer of property. In
ordinary internet lottery, the mere act of
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collecting money for participation may not
automatically constitute fraud if the lottery
actually exists and operates according to its
declared rules. However, fraud becomes
legally plausible where the lottery is fictitious,
where there is no real drawing process, where
the winner-selection system is manipulated,
where false promises of prizes are used to
induce payment, or where misleading
information is intentionally used to create
trust and obtain money. Online platforms are
particularly suitable for such deception
because offenders can create professional-
looking websites, use false identities, conceal
location, manipulate digital records, and
target victims across borders (Smith et al.,
2004; Wall, 2007). In this context, the internet
lottery functions as the fraudulent device or
deceptive scheme through which the victim is
induced to transfer money. The same structure
may also support unlawful acquisition of
property where organizers profit from the
difference between collected funds and paid
prizes without lawful justification, especially
when the conduct does not fall completely
under more specific criminal titles. Iranian
criminal law recognizes unlawful acquisition
of property as a broad offense where the
method of acquiring property lacks legal
legitimacy, although the relationship between
this general title and specific gambling-related
provisions requires careful interpretation
(Goldouzian, 2004). Therefore, internet lottery
can overlap with both fraud and unlawful
acquisition, depending on whether deception,
illegality of enrichment, and the applicable
special provisions are established.

In relation to money laundering, the analysis
leads to a more qualified conclusion. In
jurisdictions where lottery and gambling are
legal and regulated, lottery systems may be
vulnerable to laundering because offenders
can use prize claims, ticket purchases, or the
acquisition of winning tickets to create an
apparently lawful source for illicit funds.

Studies of money laundering have shown that
criminals may exploit legal markets and
financial channels to disguise the origin,
ownership, or movement of criminal proceeds
(Levi, 2008; Levi & Reuter, 2006). The well-
known Bulger lottery-ticket laundering case
illustrates how a winning lottery ticket may be
used to provide apparent legitimacy to
criminally derived cash (Bulger, 1991).
However, in the Iranian legal system, because
lottery and gambling themselves are treated as
unlawful, internet lottery cannot ordinarily
provide a lawful basis for legitimizing criminal
proceeds. In other words, if the underlying
lottery activity is illegal, the proceeds cannot
be convincingly laundered through it as lawful
lottery winnings within Iran. Nevertheless, the
risk remains relevant in transnational
situations, especially where the lottery is
conducted in a jurisdiction that recognizes it as
legal, while proceeds, participants, or financial
transfers intersect with Iran or other
jurisdictions. The overall conclusion is that
internet lottery is a legally complex and
criminologically significant phenomenon that
can facilitate fraud, unlawful acquisition of
property, and, in specific cross-border or
foreign-regulated contexts, money laundering.
Effective control of this phenomenon requires
clearer criminal-law classification, stronger
monitoring of digital payment systems,
improved identification of platform operators
and intermediaries, and enhanced
international  cooperation in evidence
collection, jurisdictional coordination, and
financial-transaction oversight.
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