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ABSTRACT

With the expansion of information technology and the necessity of transforming the judicial system, electronic litigation has
emerged in the Iranian legal system as a mechanism for increasing the speed and accuracy of proceedings while reducing
litigation costs. The present study aims to explain the operational scope of electronic litigation in the fields of civil and criminal
law and to identify the legal and technical challenges arising from the full implementation of this system within judicial authorities.
Using a descriptive-analytical method and relying on library-based resources, this research examines statutory laws, including
the Code of Criminal Procedure (electronic litigation section), the Electronic Commerce Law, and the related executive
regulations. The findings indicate that although the scope of electronic litigation in Iran has expanded from the stage of filing
claims and electronic service of process to the stages of enforcement of judgments and electronic monitoring (electronic ankle
bracelets), it still faces serious challenges. In civil disputes, the “authentication of digital evidence” and the “security of data
exchange” are among the most significant challenges, while in criminal proceedings, the conflict between the acceleration of
proceedings and the “defense rights of the accused” (such as the right to physical presence and in-person confrontation with
witnesses) constitutes one of the principal identified concerns. Furthermore, unequal technical infrastructure across different
regions of the country has hindered the realization of uniform procedural justice. Electronic litigation in Iran has moved beyond
the transitional stage and become an unavoidable necessity; nevertheless, its effectiveness in both civil and criminal domains
requires reconsideration of traditional evidentiary laws and the strengthening of security infrastructures to safeguard the privacy
of litigants. The full acceptance of this system requires establishing a balance between “technological efficiency” and the
“guarantees of fair trial” so that expedited proceedings do not result in the violation of individuals’ fundamental rights.
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EXTENDED ABSTRACT
Electronic litigation has become one of the
central manifestations of judicial

transformation in contemporary legal
systems, particularly in contexts where
prolonged proceedings, paper-based
bureaucracy, geographic barriers, and
increasing volumes of litigation have
weakened access to justice. In Iranian law, the
movement toward electronic proceedings
began with the recognition of electronic data
and digital signatures in the Electronic
Commerce Law and was later strengthened
through criminal procedure reforms, judicial
service offices, electronic notification systems,
and online case-management platforms.
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Electronic litigation does not change the
substantive nature of adjudication; rather, it
transforms the procedural form through which
claims are filed, notices are served, evidence is
exchanged, hearings are conducted,
judgments are issued, and enforcement
measures are implemented. In this sense,
electronic proceedings constitute a procedural
modernization of judicial administration while
remaining bound by the classical principles of
fair trial, equality of arms, judicial
impartiality, legal certainty, and protection of
litigants’ rights. The conceptual foundations of
litigation, as a legal process for adjudicating
claims and organizing judicial authority, have
traditionally been defined through procedural



rules and institutional competence (Dehkhoda,
1955; Jafari Langroudi, 2013; Moein, 2003).
However, with the rise of electronic tools, the
same procedural functions are now
increasingly performed through digital
platforms, remote communication systems,
electronic files, digital evidence, and online
notifications (Mehrafshan, 2011; Pour Ostad &
Golnush, 2010).

The purpose of the present study is to explain
the scope of electronic litigation in Iranian law
and to identify the legal, technical,
institutional, and human challenges arising
from its implementation in different legal
domains, including public law, criminal law,
civil law, and commercial law. The study
adopts a descriptive-analytical method and
relies on library-based legal analysis of
statutes, regulations, doctrinal writings, and
scholarly studies concerning electronic justice,
electronic evidence, fair trial guarantees,
privacy protection, and procedural efficiency.
The analytical focus is not limited to the
technical deployment of digital platforms;
rather, it examines whether these platforms
strengthen or weaken the normative
foundations of adjudication. The article
therefore approaches electronic litigation as a
dual phenomenon: on the one hand, it is a
necessary response to delay, cost,
administrative congestion, and geographic
inequality; on the other hand, it may generate
new forms of exclusion, procedural inequality,
evidentiary uncertainty, and privacy risk. Prior
studies have emphasized that electronic
proceedings can reduce judicial delay and
increase procedural speed, especially where
electronic notification and online filing replace
time-consuming paper-based procedures
(Afrouzi et al.,, 2024; Goldoust Jouybari &
Akbari, 2011; Khazaei, 1997). At the same time,
scholars have warned that electronic
proceedings must be evaluated from the
perspective of litigants’ rights and fair trial
standards, because procedural efficiency alone

cannot justify the weakening of defense rights,
adversarial participation, or reliable judicial
assessment (Lamarche, 2011; Vejdani et al.,
2022).

The findings indicate that the scope of
electronic litigation in Iran has expanded
beyond preliminary administrative services
and now covers a wide range of judicial
functions. In public law, electronic litigation
has  facilitated  citizens’ access to
administrative justice, especially through
electronic complaint systems, online filing
mechanisms, and digital publication of
decisions. This development improves
transparency, strengthens oversight of public
authorities, and reduces geographic obstacles
for citizens seeking judicial review of
administrative decisions. In civil law, the
electronic notification system, especially
through the Sana platform, has altered the
traditional model of service of process and has
helped address recurring problems such as
false notification, unknown residence, and
delay in delivering judicial papers. Moreover,
the recognition of electronic documents, data
messages, and digital signatures has expanded
the evidentiary framework of civil litigation
and has required courts to engage with new
forms of proof in contractual and financial
disputes (Moazzenzadegan et al., 2015; Rahimi
& Mikhchi, 2017; Zarkalam, 2014). In criminal
law, the scope of electronic proceedings is
more sensitive because it directly concerns
personal liberty, defense rights, interrogation,
witness testimony, and execution of sentences.
Remote interrogation, video-conference
hearings, digital evidence, electronic
monitoring, and smart ankle bracelets
illustrate the growing penetration of
technology into criminal justice (Abuzari,
2024; Bakhtiari & Khaleghi, 2023). In
commercial law, electronic litigation is
particularly compatible with the values of
speed, credit, certainty, and paperless
transactions, especially in relation to
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electronic commercial documents, online
arbitration, digital company registration, and
electronic enforcement mechanisms (Aliaei &
Ahmadi, 2018; Dekeuwer-Défossez, 1990; Hadi
Tabar et al., 2023).

Despite these achievements, the study shows
that electronic litigation in Iran faces serious
challenges that prevent it from becoming a
fully reliable model of smart justice. The first
major challenge is infrastructural inequality
and the digital divide. Unequal access to stable
internet, digital literacy, electronic devices,
and reliable communication networks may
turn electronic litigation from a tool of
accessibility into a mechanism of exclusion.
This is especially problematic for rural
populations, economically disadvantaged
litigants, elderly wusers, and individuals
unfamiliar with electronic platforms. If a
litigant cannot properly upload documents,
access notices, participate in online hearings,
or use judicial portals, the right to be heard
may be impaired in practice. The second
challenge concerns system stability and
cybersecurity. Electronic judicial platforms
contain highly sensitive data, including
personal files, family disputes, criminal
records, commercial secrets, financial
information, and evidentiary materials. Any
technical failure, cyberattack, unauthorized
access, or data manipulation may directly
threaten legal security and public trust in the
judiciary (Goyandeh et al., 2023; Khandani et
al., 2020). The third challenge relates to
human and institutional resistance. Many
legal actors still rely on the psychological
certainty of paper files and physical hearings,
which has created a hybrid bureaucracy in
which electronic filing is sometimes followed
by demands for physical copies. This
duplication undermines the philosophy of
paperless justice and reduces the procedural
efficiency that electronic litigation is supposed
to achieve (Zadeh Hossein Aliaei & Ahmadi,
2018; Zarkalam, 2012).

The most important normative challenge of
electronic litigation concerns the balance
between technological efficiency and fair trial
guarantees. In criminal cases, replacing
physical presence with video-conference
participation may affect the judge’s ability to
evaluate demeanor, body language, hesitation,
pressure, fear, or spontaneity. It may also
weaken the accused’s right to confidential
communication with counsel, especially when
the accused participates remotely from prison
or another controlled environment. Therefore,
electronic criminal proceedings must be
designed in a way that preserves the right of
defense, adversarial confrontation, effective
legal representation, and judicial immediacy.
The evidentiary dimension is equally
important. Although electronic evidence has
been legally recognized, its authentication
remains a complex issue because digital files
can be altered, fabricated, deleted,
reconstructed, or manipulated through
advanced technologies such as deepfake tools.
This creates a gap between the legal
admissibility of electronic evidence and the
technical ability of courts to verify authenticity
(Moazzenzadegan et al., 2015; Rahimi &
Mikhchi, 2017). Privacy is another critical
concern. Electronic litigation centralizes vast
quantities of sensitive judicial data, yet the
absence of a comprehensive and strict data-
protection framework creates uncertainty
about access limits, retention periods,
processing transparency, and liability for
misuse. Without strong legal safeguards and
independent oversight, electronic justice may
unintentionally expand the surveillance
capacity of institutions and expose litigants to
secondary harms arising from data leakage or
unauthorized use (Mohseni & Ghasemzadeh,
2006; Rahmati, 2022).

The study concludes that electronic litigation
in Iranian law has moved beyond the stage of
experimentation and has become an
unavoidable component of the contemporary



judicial system. Its contribution to reducing
delay, facilitating access, accelerating
communication, improving administrative
coordination, and  supporting  smart
enforcement is undeniable. However,
electronic litigation must not be understood as
a purely technical reform or as a substitute for
the human and normative foundations of
adjudication. Its legitimacy depends on
whether it can preserve fair trial standards
while enhancing procedural efficiency. For
this reason, the future of electronic justice in
Iran requires a differentiated and intelligent
policy approach: electronic mechanisms may
be prioritized in commercial, administrative,
and routine civil matters where speed and
documentation are central, while physical
presence should remain preferred in sensitive
criminal, family, and personality-related
disputes where direct judicial perception and
human interaction are essential. The
development of secure infrastructure, digital-
literacy programs, specialized forensic
laboratories, clear rules on electronic
evidence, and comprehensive judicial data-
protection legislation is essential. Electronic
litigation should ultimately function as a
complementary instrument for transparency,
accessibility, and efficiency, not as a
mechanism that weakens defense rights,
privacy, equality of arms, or the human
essence of justice.
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