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ABSTRACT

With the advent of the digital age, “electronic evidence” (Digital Evidence) has become a central pillar of proof in both criminal
and civil proceedings (1). However, the fundamental difference in standards of proof between criminal adjudication (based on
the “judge’s conviction” and certainty beyond a reasonable doubt) and civil adjudication (based on the “preponderance of
probabilities”) has created serious challenges in the cross-referencing of such evidence (2). The main research problem is how
the absence of standardized technical protocols for maintaining the “chain of custody” and the reliance on an expansive
interpretation of the phrase “effective in the substance of the legal matter” in Article 18 of the Iranian Code of Criminal Procedure
have led to violations of victims’ rights and inconsistencies in judicial decisions (3). Using a descriptive-analytical method and a
comparative approach with the legal system of England (common law system), particularly through an examination of judgments
issued in the “Horizon Scandal,” this study demonstrates that the traditional presumption of the “reliability of computer systems”
is no longer defensible, and the unconditional acceptance of outputs from electronic systems constitutes a serious error. The
findings indicate that Article 18 of the Code of Criminal Procedure requires both interpretive and legislative revision when dealing
with digital evidence. Ultimately, drawing on comparative insights, the article proposes a “technical authentication model” for the
Iranian judicial system and recommends the addition of a note to Article 18 in order to distinguish between the “technical
weakness of evidence” and the “non-occurrence of a crime,” thereby providing a mechanism for the fair harmonization of judicial
decisions.
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EXTENDED ABSTRACT
The rapid digitalization of legal, commercial,

administrative, and financial relations has
transformed electronic evidence into one of
the central foundations of proof in
contemporary civil and criminal proceedings.
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Digital evidence now appears in the form of
banking transactions, digital signatures,
system logs, metadata, timestamped records,
cloud-based data, multimedia files, and
platform-generated communications, all of
which may be decisive in determining civil



liability or criminal responsibility. However,
the evidentiary value of such materials cannot
be assessed through traditional assumptions
about documentary proof alone, because
digital data are inherently fragile, technically
mediated, easily reproducible, and vulnerable
to alteration, corruption, deletion, or
misinterpretation. In this context, the
interaction between criminal and civil
judgments becomes a critical legal problem,
especially in legal systems such as Iran, where
Article 18 of the Code of Criminal Procedure
gives binding effect to final criminal
judgments when they are effective in the
substance of a civil matter. The central
difficulty is that criminal adjudication is
governed by a demanding standard of proof,
based on judicial conviction and certainty
beyond reasonable doubt, whereas civil
adjudication generally operates on a lower
standard, namely the balance or
preponderance  of  probabilities.  This
difference means that the rejection of digital
evidence in a criminal case may not necessarily
imply that the underlying civil claim lacks
evidentiary merit; rather, it may only show
that the evidence failed to satisfy the stricter
criminal threshold. Therefore, the unqualified
transfer of criminal findings into civil
proceedings may undermine victims’ rights,
weaken access to compensation, and create
inconsistency in judicial practice (Akhoundi,
2019; Goldoust Jouybari, 2018; Jafari
Langroudi, 2020; Matin Daftari, 1999).

This study adopts a descriptive-analytical and
comparative approach to examine how
electronic evidence should be authenticated
and used in the interaction between criminal
and civil judgments. The research focuses on
the ambiguity of the phrase “effective in the
substance of the legal matter” in Article 18 of
the Iranian Code of Criminal Procedure and
argues that this phrase must be interpreted by
distinguishing between the substantive
finding of the criminal court and the

evidentiary insufficiency of the proof relied
upon in that court. In other words, a criminal
judgment that establishes the non-occurrence
of the alleged act or the absence of a legally
relevant fact should have binding effect in
related civil proceedings; however, a criminal
acquittal based only on the insufficiency of
digital evidence, defects in technical
authentication, lack of chain of custody, or
failure to reach judicial certainty should not
automatically prevent civil courts from
reassessing the same evidence under the civil
standard of proof. This distinction is
particularly necessary in cases involving
financial loss, online misconduct, electronic
contracts, digital banking records, cyber-
fraud, and disputed attribution of electronic
data. The study also emphasizes that
electronic evidence must not be treated as self-
authenticating merely because it is generated
by a computer system. Instead, courts must
evaluate whether the evidence has been
collected, preserved, transferred, analyzed,
and presented through reliable forensic
procedures that maintain data integrity and
establish a verifiable chain of custody (Amini,
2017; Casey, 2011; Easttom & Phelan, 2024;
Sammons, 2012; Vanini et al., 2024).

The findings show that one of the most
important weaknesses in the Iranian
evidentiary framework is the absence of
detailed and mandatory technical protocols for
preserving the authenticity and integrity of
electronic evidence. Although Iranian law
recognizes electronic data and data messages
in general terms, it does not provide a
sufficiently operational model for forensic
imaging, hash-value registration, timestamp
validation, chain-of-custody documentation,
access control, and post-analysis verification.
This gap creates practical uncertainty for
judges, experts, law-enforcement officers, and
litigants. In digital forensics, the hash value
functions as a digital fingerprint that can prove
whether a file has remained unchanged;
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forensic imaging allows investigators to work
on a bit-by-bit copy rather than the original
data source; and reliable timestamping is
necessary to reconstruct the sequence of
events and prevent erroneous interpretation of
digital records. Without such mechanisms, a
court may either overestimate the reliability of
electronic evidence or reject it without
properly distinguishing between technical
weakness and substantive non-existence of the
alleged event. This problem is especially
serious when a criminal judgment is later
invoked in civil litigation. If the criminal court
rejects digital evidence due to a technical flaw,
a civil court should not automatically infer that
the civil claim is unfounded; rather, it should
reassess the same evidence according to civil
standards after determining whether the
technical defect affects authenticity, probative
value, or merely the level of certainty required
for criminal conviction (Association of Chief
Police Officers, 2012; Judiciary Research
Institute, 2020; Sadrzadeh Afshar, 2016).

The comparative analysis of English law
provides important lessons for reform. English
law has developed a more structured approach
to digital evidence through statutory rules,
procedural standards, forensic guidance, and
judicial experience. The Post Office Horizon
scandal is especially significant because it
demonstrated the dangers of relying blindly on
computer-generated outputs. In that scandal,
defects in the Horizon accounting system
contributed to wrongful prosecutions and
convictions of sub-postmasters, showing that
the traditional presumption of computer
reliability can generate serious miscarriages of
justice when courts fail to examine the
technical reliability of the system that
produced the evidence.  Subsequent
institutional responses, including
parliamentary scrutiny and official inquiry
processes, emphasized the need for
independent expert assessment, transparent
disclosure, and critical evaluation of software-

generated data. This experience is highly
relevant for Iranian law because it shows that
digital evidence must be supported by
verifiable technical foundations rather than
accepted merely because it appears to
originate from an official or automated
system. English law also provides a useful
comparative model in the field of asset
recovery. Under the framework of civil
recovery, particularly in relation to proceeds of
crime, civili mechanisms may operate
independently of criminal conviction and rely
on the balance of probabilities rather than the
stricter criminal standard. This dual-standard
approach shows that civil and criminal
proceedings can remain connected while
preserving  their  distinct evidentiary
thresholds and objectives (Barnes, 2024;
Binns, 2022; House of Commons Justice
Committee, 2023; News, 2021; Post Office
Horizon IT Inquiry, 2024; Roberts &
Zuckerman, 2017a, 2017b).

Based on these findings, the article proposes a
technical-procedural authentication model for
electronic evidence in the Iranian legal system.
The proposed model consists of three main
stages:  acquisition, preservation, and
assessment. At the acquisition stage,
competent authorities must calculate and
record the hash value of digital data at the
moment of seizure and must create a forensic
image rather than directly examining or
altering the original source. At the
preservation stage, the chain of custody must
be fully documented through a formal log that
records the time, place, responsible person,
transfer process, storage environment, and
access limitations for each evidentiary item. At
the assessment stage, courts must order expert
examination that separately addresses the
technical authenticity of the data, the integrity
of the storage and transfer process, and the
reliability of the system that generated the
evidence. The judge should also explicitly state
whether electronic evidence has been rejected



because of technical inauthenticity, because of
insufficient probative force under the criminal
standard, or because the alleged act itself has
been substantively disproved. This distinction
is essential for applying Article 18 fairly.
Accordingly, the article recommends adding a
note to Article 18 stating that a criminal
acquittal based solely on technical
insufficiency of digital evidence or failure to
reach the criminal standard of proof should
not bar civil courts from reassessing the same
evidence under the civil standard, provided
that technical authenticity is examined
according to approved judicial protocols. Such
a reform would protect the binding force of
criminal judgments where they truly
determine the substance of the matter, while
also preserving the relative independence of
civil adjudication in compensation and asset-
related disputes (Ashurst, 2024; Crown
Prosecution Service, 2025; Islamic Consultative
Assembly, 2022; Isna News Agency, 2017; Law
Commission of England and Wales, 2024; Mehr
News, 2023; Shargh, 2019; UK Government,
2024).

In conclusion, the study demonstrates that the
legal treatment of electronic evidence in the
interaction between criminal and civil
judgments  requires both  conceptual
clarification and technical modernization. The
main challenge is not merely whether criminal
judgments should influence civil proceedings,
but how that influence should be limited when
the judgment rests on digital evidence whose
authenticity, integrity, or probative force is
disputed. A fair model must distinguish
between the non-occurrence of the alleged act
and the insufficiency of proof under a stricter
criminal standard. It must also replace blind
reliance on computer-generated outputs with
a  structured process of  technical
authentication. For Iran, reforming Article 18
of the Code of Criminal Procedure and
adopting a mandatory authentication protocol
would reduce inconsistency in judicial

practice, strengthen the protection of victims
and civil claimants, improve the evidentiary
treatment of digital records, and align the legal
system with the realities of digital
adjudication. The proposed model offers a
practical framework for maintaining the chain
of custody, preserving data integrity, clarifying
the reasons for evidentiary rejection, and
harmonizing civil and criminal judgments
without collapsing the distinct standards of
proof that govern each field.
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