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ABSTRACT

The advancement of modern technologies and the proliferation of imaging devices embedded in everyday objects
such as glasses, pens, watches, and similar equipment have generated new challenges in the domains of privacy
protection and public security. Airport environments, due to their specific security characteristics, the extensive
presence of citizens, and the deployment of protective systems, are considered highly sensitive spaces in which
the use of covert imaging devices may lead to consequences such as the disclosure of security-related information,
violation of passengers’ privacy, and even the identification of security personnel. Despite the significance of this
issue, an examination of the Iranian legal system indicates the absence of specific regulations governing the
possession or use of objects equipped with hidden cameras in airport environments, and existing laws primarily
address the criminal outcomes rather than criminalizing preparatory conduct. The present study, employing a
descriptive—analytical method, examines the existing regulations and analyzes the legal gap in this field, while also
elucidating the necessity of adopting a preventive criminal policy and enacting specific criminalization measures in
this regard. The findings of the study demonstrate that criminalizing the possession and use of covert imaging
devices in airport environments can play an effective role in preventing security threats and safeguarding privacy.
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The rapid expansion of digital and
miniaturized technologies has transformed
the ways in which information is captured,
stored, transferred, and exploited, and one of
the most legally significant manifestations of
this transformation is the emergence of covert
imaging devices embedded in ordinary objects
such as glasses, pens, watches, and other
seemingly harmless accessories. Although
these devices may have legitimate
technological or commercial uses, their
concealed nature fundamentally alters the
legal assessment of image capture because
they enable the recording of visual information
without the awareness, consent, or timely
objection of the persons affected. This issue
becomes considerably more serious in airport
environments, where the concentration of
travelers, security personnel, surveillance
infrastructure, and restricted operational
procedures creates a setting in which
unauthorized recording may implicate not
only personal privacy, but also public order,
operational integrity, and national security. In
contemporary criminal law theory, the
challenge posed by such technologies is not
merely whether harmful consequences have
already occurred, but whether the law should
intervene earlier, at the stage of conduct that is
intrinsically capable of generating serious risk.
Preventive criminal law literature has
repeatedly emphasized that when sensitive
locations are involved, the legal system cannot
remain confined to a purely reactive model
that punishes only completed harms, because
some harms, once materialized, may be
irreversible or disproportionate in their
societal impact (Ashworth & Zedner, 2014;
Zedner, 2016). From this perspective, covert
imaging in airports presents a paradigmatic
case for examining the limits of legality, the
justification of early intervention, and the
need to reassess traditional criminal law
categories in light of technological change
(Ashworth, 2015; Duff, 2018).

The central problem addressed in this study is
that the Iranian legal system, despite
recognizing the importance of privacy,
security, and the protection of public interests,
still lacks a clear and express criminal
framework governing the possession or use of
covert imaging devices in airport settings.
Existing Iranian criminal provisions generally
focus on completed harmful outcomes, such as
the eventual disclosure of confidential
information, injury to legally protected
interests, or violations already materialized
against persons or institutions, but they do not
adequately address the preliminary conduct
through which such harms are prepared or
facilitated. This results in a significant
doctrinal and legislative gap: a person may
carry or use a hidden camera in a controlled
airport environment, thereby creating a
serious and foreseeable threat to privacy or
security, yet the law may remain uncertain or
fragmented until a more visible or measurable
harm occurs. Such an approach reflects a
predominantly consequence-oriented model
of criminalization, whereas modern debates
on overcriminalization, preventive justice, and
risk-based offenses show that the real legal
question is whether certain preparatory acts
are sufficiently dangerous to justify carefully
limited criminal intervention (Ashworth &
Zedner, 2014; Duff, 2018; Husak, 2008). In
Iranian doctrinal writing as well, the tension
between legality, proportionality, and the need
for effective criminal protection is well
recognized, particularly in relation to offenses
affecting public safety, personal rights, and the
state’s security interests (Ashraf-i, 2021;
Guldouzian, 2017; Mirmohammad Sadeghi,
2020). The present study therefore asks
whether the current legislative framework in
Iran provides sufficient criminal protection
against covert imaging in  airport
environments and advances the hypothesis
that the absence of explicit criminalization of
technologically mediated preparatory conduct



has reduced the effectiveness of the legal
response to emerging risks.

The theoretical framework of the study rests
on the intersection of privacy doctrine, the
protection of public and national security, and
the jurisprudence of preventive
criminalization. Privacy, in modern criminal
law, is no longer confined to the physical
interior of homes or traditionally private
spaces; it also encompasses legitimate
expectations against unwarranted
observation, monitoring, and secret recording,
especially where individuals are deprived of
awareness and therefore of the possibility of
meaningful consent or resistance (Guldouzian,
2017; Mirmohammad Sadeghi, 2020). Even in
public spaces, persons may retain a protected
sphere against covert intrusion, particularly
where surveillance is hidden, individualized,
and capable of extracting sensitive personal or
situational information. In Islamic
jurisprudential analysis, the concept of
protected spheres and the prohibition of
unauthorized intrusion into another’s legally
recognized domain offer normative support
for limiting invasive technological practices,
and classical authorities have long treated
impermissible encroachment upon another’s
protected domain as contrary to legal and
moral order (Helli, 1980; Karaki, 1991). At the
same time, airport security raises a second and
broader layer of legal concern. Airports are not
merely transit locations; they are security-
intensive environments in which the exposure
of procedures, controlled zones, personnel
identities, or protective infrastructures may
endanger wider public interests. Criminal law
therefore has reason to treat covert recording
in such contexts not only as a privacy issue, but
also as conduct capable of threatening
collective security interests (Ashraf-i, 2021;
Najafi Abbrandabadi, 2019). In this setting, the
doctrinal move from result-based crimes to
risk-based offenses becomes especially
relevant, because the legal wrong may lie in the

creation of an intolerable risk to protected
interests rather than in the completed
realization of harm (Ashworth & Zedner, 2014;
Zedner, 2016). Nevertheless, such expansion
must remain constrained by proportionality,
legality, and the principle that criminal law
should remain an instrument of last resort
(Ashworth, 2015; Duff, 2018).

Methodologically, this study employs a
descriptive-analytical approach based on
library research, doctrinal interpretation, and
limited comparative reflection in order to
identify the status of Iranian law, evaluate its
conceptual deficiencies, and determine
whether a narrowly tailored criminalization
model can be justified. The findings indicate
that current Iranian law contains dispersed
normative elements relevant to the issue,
including constitutional support for personal
dignity and communicational privacy, general
criminal protections of persons and security,
and administrative restrictions in sensitive
environments, yet these norms do not amount
to a coherent and explicit legal framework for
covert imaging devices in airports (Guldouzian,
2017; Mirmohammad Sadeghi, 2020). The
Constitution provides an important normative
basis for the protection of dignity and privacy,
but does not specifically regulate hidden
recording technologies. General criminal law
addresses harms after their occurrence, but
usually does not define the possession or use
of hidden imaging devices in airport security
zones as an autonomous offense. Likewise,
rules resembling cybercrime regulation focus
more on digital data and subsequent
dissemination than on covert image
acquisition in a physical controlled
environment (Mirmohammad Sadeghi, 2020).
Administrative = and  executive  airport
regulations may prohibit photography or
restrict certain equipment, but non-criminal
sanctions alone may be insufficient where
conduct creates a serious risk to public or
national security (Ashworth, 2015). From a
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comparative perspective, many legal systems
respond to hidden recording not through a
single uniform model, but through a
combination of privacy law, data protection,
administrative restrictions, and criminal
sanctions directed at sensitive contexts; this
mixed model reinforces the insight that the
legal significance of covert recording depends
heavily on the nature of the place, the
character of the risk, and the proportionality of
the response (Ashworth & Zedner, 2014; Husak,
2008; Zedner, 2016).

The analytical contribution of this study lies in
framing covert imaging devices in airport
environments within a risk-based
criminalization model rather than within an
exclusively consequence-based paradigm. In
doctrinal terms, such devices are not unlawful
because of their physical form alone, since
many technologies are dual-use and may serve
both legitimate and illegitimate functions. The
legal basis for intervention must therefore
derive from the contextualized danger posed
by the conduct: the hidden character of the
device, the user’s awareness of that hidden
nature, the controlled and security-sensitive
environment, and the reasonable possibility
that the conduct may expose security
procedures, identify personnel, or violate the
privacy of travelers and staff. Under
contemporary  criminal  law  theory,
preparatory conduct may be criminalized
when it poses a real, attributable, and
sufficiently serious danger to protected
interests, especially where waiting for
completed harm would undermine the very
purpose of prevention (Duff, 2018; Zedner,
2016). Yet any proposed offense must also
satisfy legality and proportionality. For that
reason, this study argues for a narrow and
express offense limited to the knowing
possession or use, without legal authorization,
of devices specifically designed or adapted for
covert audio or visual recording in airport
security-controlled zones. The material

element should be defined in relation to
carrying or using such concealed devices in
restricted airport areas; the mental element
should require knowledge of the covert nature
of the instrument and intentional engagement
in the prohibited conduct; and the protected
legal interests should be expressly stated as
public security, the privacy of persons, and the
protection of security measures in sensitive
places (Ashworth, 2015; Guldouzian, 2017).
Sanctions should be graduated rather than
absolute: fines, confiscation of equipment, and
limited deprivations of rights may be
appropriate for lower-risk conduct, while
imprisonment should be reserved for
aggravated cases involving actual exposure of
security information, identification of security
personnel, or serious invasion of privacy
(Husak, 2008; Mirmohammad Sadeghi, 2020).
In parallel, non-criminal prevention remains
essential, including situational prevention
through targeted inspections and warnings,
and social prevention through public
education and clear instructions for
passengers and staff (Clarke, 1997, 2009; Welsh
& Farrington, 2012).

In sum, the study shows that technological
developments have exposed a meaningful
weakness in the current Iranian criminal law
framework when confronted with covert
imaging devices used in airport environments.
The problem is not merely theoretical, because
the absence of clear legislative regulation
reduces legal certainty, weakens preventive
capacity, and leaves sensitive spaces
vulnerable to forms of concealed conduct that
may harm both individuals and collective
security interests. A balanced response
requires neither indiscriminate expansion of
criminal law nor passive reliance on general
post-harm provisions. Rather, what is needed
is a carefully delimited legislative model that
expressly addresses high-risk covert recording
in controlled airport settings, distinguishes
between different degrees of danger, respects



the principles of legality and proportionality,
and operates alongside administrative and
preventive measures. The broader significance
of the research is that it demonstrates how
emerging technologies force criminal law to
reconsider the boundary between completed
harm and unacceptable risk, especially in
places where the cost of delayed intervention
may be exceptionally high. The proposed
approach therefore supports a measured form
of criminalization grounded in doctrinal
restraint, institutional necessity, and the
special security character of airport
environments,  while  preserving  the
fundamental commitment that criminal law
must remain principled, precise, and justified.

References

Ashraf-i, S. (2021). Punishment of Crimes Against
National and Foreign Security. Modiran-e
Andisheh Publishers.

Ashworth, A. (2015). Sentencing and Criminal
Justice. Cambridge University Press.

Ashworth, A., & Zedner, L. (2014). Preventive Justice.
Oxford University Press.

Clarke, R. V. (1997). Situational Crime Prevention:
Successful Case Studies.

Clarke, R. V. (2009). Situational Crime Prevention:
Theory and Practice.

Duff, R. A. (2018). The Realm of Criminal Law.
Oxford University Press.

Guldouzian, I. (2017). Essentials of General Criminal
Law. Mizan.

Helli, H.i. Y. (1980). Tadhkirat al-Fugaha. Al al-Bayt
Institute for Reviving Heritage.

Husak, D. (2008). Overcriminalization: The Limits
of the Criminal Law. Oxford University Press.

Karaki, A. i. H. (1991). Jami al-Magqasid fi Sharh al-
Qawaid. Al al-Bayt Institute for Reviving
Heritage.

Marashi, M. H. (2005). New Perspectives in Law.
Mizan Publishing.

Ministry of Justice of, F. (2020). Code pénal.

Mirmohammad Sadeghi, H. (2020). Crimes Against
Persons. Mizan.

Najafi Abbrandabadi, A. (2019). Criminology. SAMT.

Welsh, B. C., & Farrington, D. P. (2012). The Oxford
Handbook of Crime Prevention. Oxford
University Press.

Zedner, L. (2016). Preventive Justice and the
Transformation of Criminal Law. Oxford
University Press.

Ty G 6 ST 6 reprie)



