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ABSTRACT

With the expansion of e-government, accessibility to governmental data and digital systems has become one of the significant
manifestations of citizens’ rights. Nevertheless, in certain cases, due to administrative decisions, security considerations, or
technical deficiencies, individuals’ access to these systems is restricted or blocked, which may result in damage. This situation
raises the issue of the civil liability of the state for obstructing digital accessibility in tension with the principle of state immunity.
The present study adopts a descriptive—analytical and comparative approach to examine the civil liability of the state for
preventing access to data and digital systems from the perspective of English law. The findings indicate that, within English law,
through doctrines such as misfeasance in public office, administrative negligence, and the development of the concept of a duty
of care, it has become possible to hold public authorities liable where unjustified restrictions on digital access are imposed. It is
concluded that limiting state immunity and recognizing civil liability for unjustified obstruction of access to data and digital systems
can contribute to enhanced accountability, transparency, and effective protection of citizens’ digital rights.
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EXTENDED ABSTRACT
The rapid expansion of digital governance has

fundamentally transformed the structure and
operation of public administration, rendering
access to governmental data and digital
systems an indispensable condition for the
realization of contemporary citizenship rights.
In modern administrative states, digital
platforms are no longer auxiliary tools but
constitute the primary interface through
which individuals exercise legal entitlements,
receive public services, and participate in
administrative procedures. Consequently, any
obstruction, suspension, or restriction of
access to these systems—whether resulting
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from administrative decisions, security
policies, technical failures, or institutional
negligence—can generate tangible material
and moral harm. From a legal perspective,
such harm raises complex questions
concerning the civil liability of the state,
particularly where traditional doctrines of
sovereign immunity continue to exert
influence. Within this context, access to data
must be understood not merely as a technical
facility but as a legally protected interest
rooted in broader principles of transparency,
equality, and human dignity. The right of
individuals to access their personal and
administrative data has been widely



recognized as an essential component of
informational self-determination, implying
that data subjects must retain continuous and
effective access to information concerning the
nature, scope, purpose, and duration of data
processing (Aslani, 2005; Banisar, 2000). Any
unjustified interference with this access
therefore constitutes a potential breach of
legal duty capable of triggering state
responsibility.

From a conceptual standpoint, the legal
analysis of state liability for obstructing digital
accessibility requires a careful examination of
the foundations of civil responsibility and its
distinction from moral, criminal, and
disciplinary liability. In classical legal theory,
civil liability arises where an unlawful act or
omission causes compensable harm and
imposes upon the injuring party an obligation
to make reparation (Jafari Langroudi, 1999).
Unlike moral responsibility, which remains
confined to conscience and ethical
accountability, civil liability is enforced
through coercive legal mechanisms and is
contingent upon the existence of actual
damage (Khorram-Abadi, 2012). Within
Iranian legal thought, the concept of
responsibility has historically been articulated
through the notion of “guarantee” (daman),
emphasizing the obligation to restore loss
irrespective of intent in certain circumstances
(Gorji, 2001). This framework allows for the
theoretical inclusion of governmental entities
within the scope of civil liability, particularly
where harm arises from the actions or
omissions of public officials acting in an
institutional ~ capacity.  The  doctrinal
separation between contractual and non-
contractual liability further underscores that
harm caused by digital obstruction—typically
occurring outside any contractual
relationship—falls squarely within the domain
of tortious state responsibility.

The issue becomes more intricate when state
immunity and the attribution of wrongful acts

are considered. Traditional approaches have
often shielded governmental bodies from
liability by categorizing harmful conduct as
“sovereign acts,” thereby excluding them from
judicial scrutiny. However, modern theories
increasingly reject absolute immunity in favor
of functional accountability. In Iranian law,
although no  comprehensive  statute
specifically addresses digital-era state liability,
various legal provisions implicitly endorse
governmental responsibility for harm caused
by officials in the course of their duties. The
constitutional model of judicial liability,
particularly the principle that compensatory
responsibility may shift to the state treasury
where harm is not attributable to intentional
misconduct, illustrates this evolving approach
(Ibn Babawayh, 1355; Katouzian, 2001). From
this perspective, the state may bear direct
responsibility for systemic failures in digital
infrastructure or administrative negligence
that deprives individuals of lawful access to
data. Such responsibility is reinforced by
jurisprudential principles emphasizing that
public benefit entails public burden, thereby
requiring the state to compensate losses
resulting from risks generated by public
administration (Hashemi, 2007; Zargoush,
2011).

A comparative examination of English law
reveals a more explicit and structured
evolution away from sovereign immunity
toward enforceable governmental
accountability. Historically encapsulated in
the maxim “the Crown can do no wrong,”
English law gradually dismantled this doctrine
through statutory and judicial developments,
culminating in the recognition of civil actions
against public authorities. Central to this
transformation is the doctrine of misfeasance
in public office, which establishes liability
where public officials knowingly abuse power
or act with reckless indifference to the rights of
individuals. Alongside this, the expansion of
administrative negligence and the concept of
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duty of care has enabled courts to hold
governmental bodies liable for failures to meet
reasonable standards of care in the provision
of public services. When applied to digital
governance, these doctrines imply that
unjustified disruption of access to data
systems—whether through deliberate policy
choices or negligent system management—
may constitute actionable wrongdoing. The
English approach thus frames digital
accessibility as an operational obligation
rather than a discretionary privilege, aligning
liability =~ with  foreseeable harm and
institutional responsibility.

The relevance of these principles becomes
particularly evident in the context of the
internet and information technologies, where
the scale and sensitivity of data amplify the
consequences of  obstruction.  Digital
environments expose individuals to risks such
as privacy violations, unauthorized data
exploitation, and economic loss, all of which
intensify the legal significance of access
continuity =~ (Hel-Foroush, 2003). Legal
scholarship has consistently emphasized that
internet-related harms must be addressed
through the adaptation of traditional civil
liability rules rather than the creation of
entirely new legal categories (Desbois, 1966).
The proliferation of electronic
communications, online transactions, and
automated administrative processes renders
access disruptions potentially more damaging
than analogous disruptions in the physical
world. Moreover, the circulation of unsolicited
electronic communications, reputational harm
through online defamation, and the
commodification of personal data
demonstrate that digital harm often
transcends national boundaries and temporal
limitations (Samuelson, 1989; Zourden, 2003).
Within this environment, state-imposed or
state-enabled barriers to access acquire
heightened legal relevance, as they may

exacerbate vulnerability and undermine trust
in public administration.

The comparative analysis of Iranian and
English legal frameworks therefore highlights
a critical divergence in the treatment of state
liability for digital obstruction. While Iranian
law possesses doctrinal resources capable of
supporting governmental responsibility, these
resources remain underdeveloped in practice
due to the persistence of broad immunity
doctrines and the absence of explicit
regulatory standards for digital accessibility.
English law, by contrast, demonstrates a more
mature  integration of  accountability
mechanisms, grounding liability in duty of
care and institutional fault rather than formal
classifications of sovereign action. This
contrast underscores the need for legal
systems confronting digital transformation to
recalibrate traditional doctrines in light of new
modes of governance. Ensuring effective
access to data and digital systems is no longer
merely a matter of administrative efficiency
but a legal imperative closely linked to civil
liability, public trust, and the protection of
fundamental rights.

In conclusion, the obstruction of access to data
and digital systems represents a legally
significant harm that challenges conventional
boundaries between sovereign authority and
civil accountability. As public administration
becomes increasingly data-driven, the legal
responsibility of the state must evolve
accordingly,  recognizing that  digital
accessibility is integral to the exercise of
citizenship and the legitimacy of governance.
The comparative insights drawn from English
law illustrate that limiting state immunity and
embracing liability grounded in duty of care
does not undermine governmental authority
but rather strengthens transparency,
accountability, and public confidence in the
digital age.
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