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ABSTRACT

In today’s world, digital technologies and cyberspace have become an inseparable part of human life, particularly for children
and adolescents. The purpose of this article is to examine the causes of the expansion of anomie in cyberspace, the
consequences of this phenomenon from a criminological perspective for children and adolescents, and to propose strategies to
address it. With the increasing use of the Internet and social networks, significant changes have emerged in social interactions,
values, and societal norms. One of the most important challenges resulting from these transformations is the expansion of
anomie in cyberspace. Anomie, a concept first introduced by Emile Durkheim, refers to a condition in which social norms are
weakened or disintegrated, and individuals experience confusion in distinguishing right from wrong behavior. From the
perspective of cyber criminology, due to the absence of strict regulations, the possibility of user anonymity, and the uncontrolled
proliferation of information, children and adolescents are exposed to various forms of deviant behavior, misleading information,
and contradictory values, thereby creating a favorable environment for the development of criminal behavior. This situation leads
to consequences such as the increase of cyberbullying, digital fraud, identity theft, online harassment, dissemination of
inappropriate content, decline in real-life social interactions, heightened anxiety and depression, and a reduction in the sense of
social belonging, all of which are considered outcomes of digital anomie. Moreover, many adolescents, through imitation of
social media influencers, adopt values that are inconsistent with the realities of their social lives. Among the most important
strategies to confront this phenomenon are the enhancement of media literacy, increased supervision by parents and educators,
the enactment of stringent regulations for social media platforms, and the production of appropriate and alternative content.
Through the implementation of these measures, the negative effects of anomie in cyberspace can be mitigated, and a safer and
healthier environment for the development of future generations can be provided.
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EXTENDED ABSTRACT
The rapid expansion of digital technologies
has fundamentally transformed the social
environment of children and adolescents,
creating a complex and often unstable
normative landscape in which traditional

systems of social regulation are increasingly
weakened. Cyberspace, while offering
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unprecedented opportunities for education,
communication, and personal development,
has simultaneously generated conditions
conducive to the emergence of widespread
normative  confusion and  behavioral
instability, conceptualized within sociological
and criminological theory as anomie.
Originally formulated by Durkheim as a state
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of normative breakdown resulting from
weakened social regulation (Durkheim, 2005),
anomie has acquired new dimensions within
the digital sphere where regulatory boundaries
are blurred, anonymity prevails, and exposure
to contradictory value systems is continuous.
In this context, children and adolescents—
whose cognitive, emotional, and moral
development remains in formative stages—are
particularly vulnerable to the destabilizing
effects of normative disintegration. Empirical
evidence indicates that uncontrolled internet
access, anonymity, declining parental
supervision, and the proliferation of deviant
online subcultures significantly accelerate the
erosion of internalized norms and facilitate the
normalization of antisocial and criminal
behavior (Farajiha, 2020; Najafi Tavana, 2019;
Rezaei, 2021). The absence of coherent
regulatory frameworks within many digital
platforms further amplifies this condition,
transforming cyberspace into a fertile
environment for cyber delinquency, moral
disengagement, and the internalization of
distorted value hierarchies among youth (Mir
Mohammad Sadeghi, 2021; Najafi Abrandabadi,
2018). Consequently, digital anomie emerges
not merely as an abstract sociological
condition but as a tangible criminogenic force
shaping the developmental trajectories of
younger generations.

One of the most powerful mechanisms
through which digital anomie manifests is the
structural anonymity of online environments.
Anonymity systematically reduces perceived
accountability, weakens internal moral
constraints, and increases the likelihood of
deviant conduct by lowering the subjective risk
of detection and punishment (Rezaei, 2021).
This phenomenon is closely aligned with the
Online  Disinhibition  Effect, @ whereby
individuals exhibit behaviors in virtual
settings that they would restrain in face-to-
face contexts. The criminological
consequences of this dynamic are extensive:

cyberbullying, online harassment, identity
theft, phishing, dissemination of false
information, and organized cyber fraud have
become normalized features of adolescent
digital interaction (ENISA, 2022; Regulatory

Authority, 2023).  Statistical evidence
demonstrates  that hacking, malware
distribution, and data breaches are

increasingly perpetrated by or directed at
youth populations, who frequently lack the
digital literacy necessary to protect themselves
(Center for Virtual Space Development, 2022;
FATA Police, 2023). Furthermore, routine
activity theory elucidates how motivated
offenders, suitable targets, and the absence of
capable guardians converge in digital contexts
to produce elevated rates of cyber crime. The
structural features of cyberspace thus operate
as criminogenic amplifiers, reinforcing
anomic conditions and embedding deviance
within everyday online practices (Malmir,
2022).

A second major vector of digital anomie is the
unrestricted exposure to harmful and
destabilizing content, particularly violent
media, extremist narratives, sexually explicit
material, and self-destructive behavioral
challenges. Continuous exposure to such
content contributes to desensitization,
heightened aggression, emotional
dysregulation, and impaired moral judgment
(Shirazi, 2020). Psychological research
demonstrates that repeated contact with
violent digital content lowers empathic
responsiveness and normalizes aggressive
scripts  through observational learning
processes, consistent with Bandura’s social
learning framework (FATA Police, 2023). In
addition, adolescents exposed to unrealistic
standards of beauty, wealth, and lifestyle
propagated through social media experience
elevated levels of depression, anxiety, and
diminished self-esteem (Center for Women's
Studies in Iran, 2021). These psychosocial
strains are compounded by rising internet



addiction, social withdrawal, academic
decline, and deterioration of real-world
interpersonal  skills (National Research
Institute for Psychiatric Sciences, 2022b; Rezaei,
2021). From a criminological perspective,
these developments increase susceptibility to
risk-taking behaviors, substance abuse, self-
harm, and eventual involvement in both online
and offline criminal networks (Iran Forensic
Medicine Organization, 2023a, 2023b).

A third dimension of digital anomie arises
from the cultural influence of online
influencers and virtual celebrities, whose
symbolic power increasingly supersedes that
of traditional institutions such as family,
school, and community. Influencers actively
construct aspirational narratives centered on
consumption, individualism, hedonism, and
performative success, often detached from
socioeconomic realities (Center for Statistical
Research of Iran, 2022). This symbolic
environment accelerates normative
destabilization by displacing long-standing
moral frameworks with unstable digital value
systems (Najafi ~ Abrandabadi, 2018).
Adolescents, seeking identity affirmation and
social belonging, internalize these narratives
through imitation and symbolic alignment
(Shirazi, 2020). As predicted by anomie theory,
this erosion of normative coherence generates
frustration, relative  deprivation, and
increasing reliance on illegitimate means of
goal attainment (Farajiha, 2020; Najafi Tavana,
2019). Illegitimate opportunity structures thus
emerge in cyberspace, including online fraud,
gambling, digital extortion, and illicit
marketplaces, providing alternative pathways
to perceived success. Simultaneously,
Hirschi’s social control theory explains how
weakening  bonds  with  conventional
institutions  further reduce normative
restraint, facilitating the translation of digital
anomie into sustained patterns of deviance
(Najafi Abrandabadi, 2018).

The cumulative impact of these processes

produces measurable criminological
consequences: escalation of cyber
delinquency, increased aggression,
normalization of deviance, erosion of

institutional legitimacy, and deterioration of
collective moral order. Empirical observations
confirm rising levels of cyber fraud, identity
theft, harassment, dissemination of illegal
content, and  politically  destabilizing
misinformation (Regulatory Authority, 2023).
At the macro level, digital anomie undermines
trust in social institutions, weakens respect for
law, and contributes to social fragmentation,
thereby reinforcing the very conditions that
sustain criminal behavior (Koosha, 2017).
Youth who experience prolonged exposure to
these environments exhibit reduced social
belonging, impaired emotional development,
and heightened susceptibility to criminal
subcultures (Najafi Tavana, 2019). Without
corrective interventions, these developmental
distortions become entrenched, generating
long-term social costs that extend well beyond
the digital domain.

Addressing digital anomie requires a multi-
layered criminological strategy integrating
regulatory reform, educational intervention,
parental engagement, and institutional
cooperation. Strengthening cyber legislation,
enhancing enforcement capacity, and
implementing real-time monitoring
mechanisms are essential for restoring
normative clarity (Iranian Judiciary, 2022; Mir
Mohammad Sadeghi, 2021). Parallel to legal
reform, systematic integration of media
literacy education within school curricula is
necessary to equip youth with critical
evaluative skills, resistance to manipulation,
and awareness of cyber threats (ENISA, 2022;
Koosha, 2017). Parental involvement must be
reinforced through awareness training,
structured  digital supervision, and
development of trust-based communication
frameworks.  Moreover, production of
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constructive digital content, promotion of
ethical online cultures, and cross-sector
collaboration between governments,
educational institutions, and technology firms
represent vital components of a sustainable
preventive architecture (Iranian Center for
Virtual Space Studies, 2022a; Unicef, 2020).

In conclusion, the expansion of anomie within
cyberspace constitutes one of the most
consequential criminological challenges of the
contemporary era, particularly for children
and adolescents whose normative foundations
remain under construction. The digital
environment has fundamentally altered the
mechanisms through which values, identities,
and behaviors are formed, creating
unprecedented vulnerabilities to deviance,
psychological harm, and criminal
involvement. Without coordinated
intervention across legal, educational,
cultural, and technological domains, the
destabilizing effects of digital anomie will
continue to intensify, compromising both
individual development and societal cohesion.
The long-term security of future generations
therefore depends upon the successful
reconstruction of normative order within the
digital sphere through informed policy, ethical
governance, and collective responsibility.

References

Center for Combatting Cybercrime in Iran. (2022).
Annual report on phishing and internet fraud.

Center for Statistical Research of Iran. (2022). Report
on household cultural indicators.

Center for Virtual Space Development. (2022).
Report on cybersecurity and data breaches in
Iran.

Center for Women's Studies in Iran. (2021). National
report on the impact of social media on
adolescent girls.

Durkheim, E. (2005). Suicide. Ney Publishing.
https://doi.org/10.4324/9780203994320

ENISA. (2022). Cyber threat landscape report.

Farajiha, M. (2020). Cybercrimes and adolescents: A
legal and criminological analysis. Criminal Law
and Criminology Quarterly, 21(2).

FATA Police. (2023). Annual report on cybercrimes
in Iran.

Iran Forensic Medicine Organization. (2023a).
National report on adolescent mental health.
Iran Forensic Medicine Organization. (2023b).
Statistics on suicide and the impact of media on

adolescent mental health.

Iran University of Medical Sciences Research Center.
(2022). Investigating the impact of virtual
advertising on adolescent health.

Iranian Center for Virtual Space Studies. (2022a).
Cultural and social challenges of virtual space in
Iran.

Iranian Center for Virtual Space Studies. (2022b).
Report on the impact of influencers on
adolescents.

Iranian Judiciary. (2022). Bill for the protection of
children in virtual space.

Koosha, J. (2017). Prevention of cyber delinquency in
adolescents. Shahid Beheshti University.

Malmir, M. A. (2022). An analysis of the ruling on
multiple offenses by children and adolescents in
Iranian criminal law. University of Tehran Legal
Journal(86).

Mir Mohammad Sadeghi, H. (2021). Specific
Criminal Law: Computer Crimes. SAMT
Publications.

Najafi Abrandabadi, A. H. (2018). Criminology.
Mizan Publishing.

Najafi Tavana, A. (2019). Delinquency of children
and adolescents. Mizan Publishing.

National Research Institute for Psychiatric Sciences.
(2022a). National report on adolescent mental
health in virtual space.

National Research Institute for Psychiatric Sciences.
(2022b). National report on the impact of violent
media on adolescent mental health.

Regulatory Authority. (2023). Report on the impact
of social networks on adolescent lifestyle.

Rezaei, M. (2021). Investigating the phenomenon of
anomie in virtual space with an emphasis on
adolescents. Journal of Sociology of Iran(3).

Shirazi, N. (2020). The digital divide between parents
and children: Consequences and solutions.
Journal of Communication Studies(27).

Unicef. (2020). Safe Internet for Children: Global
Report.


https://doi.org/10.4324/9780203994320

