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ABSTRACT

In the present era, concepts such as property, value, objects, and assets have fundamentally changed under the
influence of the intangible digital space. In fact, in the domain of ownership within cyberspace, one can either adhere
to traditional legal frameworks—applicable in cases where applying such legal principles can achieve the intended
objectives in the virtual space—or adopt an alternative perspective. The latter approach implies the existence of
laws governing objects and properties in cyberspace that have no equivalent in the field of private law. Adherents
of this view argue that the goals of modern law cannot be achieved merely through the application of traditional
legal frameworks. In the virtual world, virtual assets are defined as specific software codes that function like physical
objects, real-world personal property, or even parts of reality itself, possessing similar qualities. Virtual assets, in
order to benefit from legal protection, must satisfy several conditions. These assets should not only possess the
physical characteristics of real-world property but also embody other intangible features that cannot be separated
from real assets. The ambiguity surrounding the concept of virtual assets closely resembles the uncertainty
associated with the concept of real assets. Since the term “asset” is used in law and economics in different senses,
such ambiguity is unsurprising. The public often perceives assets as ownership of objects and things, whereas legal
scholars define assets as rights associated with objects and issues. Beyond the diverse interpretations of the notion
of assets, the main issue is that real-world law primarily emphasizes tangible assets (with few exceptions), a
characteristic most evident in Romano—-Germanic legal systems. Due to this strong focus on the tangible nature of
assets, it appears that jurists have largely ignored the discourse on virtual assets. Nevertheless, the requirement of
tangibility is not the only reason for this disregard; exceptions exist, and the possibility of expanding the discussion
of virtual assets has, in recent years, attracted significant scholarly attention. In this article, the author examines the
subject through a descriptive—analytical method.
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EXTENDED ABSTRACT
The expansion of cyberspace and the

emergence of virtual environments have
profoundly  transformed the classical
understanding of property, assets, and
ownership, raising pressing legal and
jurisprudential ~ questions  about  the
recognition and regulation of cyber assets. In
traditional law, especially within Romano—
Germanic systems, ownership is strongly tied
to tangible property, while intangible elements
are treated primarily through intellectual
property frameworks. However, the rise of the
Internet of Things (IoT), digital marketplaces,
and virtual environments challenges this
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classical perspective by introducing assets
defined by software codes, virtual
representations, and electronic identifiers that
function similarly to real-world goods and
services (Ansari & Taheri, 2009). The origins of
the term 10T, as introduced by Kevin Ashton in
1999, highlighted the significance of linking
physical objects with digital identifiers, such as
RFID tags, to enable autonomous tracking and
management without human intervention.
These developments indicate that virtual
property can carry qualities analogous to real
objects, including competitiveness, durability,
and interconnectivity (Van der Merwe & De
Waal, 1993). Yet, the ambiguity surrounding



the legal nature of virtual assets persists, as
law and economics employ divergent
interpretations of “assets,” ranging from
ownership of things to rights associated with
their use. Thus, legal systems confront the
tension between preserving traditional
frameworks and developing innovative models
that capture the dynamic and intangible
character of cyber property (Hart, 2011).

The notion of ownership in virtual worlds is
not confined to abstract theorizing; rather, it
finds concrete manifestations in massively
multiplayer online games and virtual
platforms. For example, within simulated
environments such as Blazing Falls or The
Sims Online, users are required to purchase
land, furniture, and digital accessories using
internal  currencies, closely mimicking
capitalist economic systems (Lastowka &
Hunter, 2004). These virtual transactions raise
questions about whether property in such
spaces should be recognized as equivalent to
real property or treated under unique legal
constructs. Theories of ownership from
classical philosophers such as Locke and Hegel
are often applied to these contexts. Locke’s
labor theory suggests that players and avatars
can claim ownership over virtual assets by
investing time and effort in their creation and
maintenance, while Hegel’s personality theory
views property as an extension of identity,
linking rights of possession to human dignity,
privacy, and self-expression (Van der Walt,
2005). These theoretical frameworks
demonstrate that virtual assets are more than
mere digital codes; they embody labor,
identity, and value, thereby meriting legal
recognition and protection. Furthermore, as
users invest resources and creativity into
developing virtual property, the boundary
between game-like activity and labor-intensive
production becomes blurred, underscoring the
necessity of integrating virtual property into
broader legal discourses.

The technological architecture of IoT further
complicates these discussions, as electronic
identifiers, QR codes, NFC chips, and RFID
tags increasingly allow objects—both physical
and virtual—to be uniquely identified and
tracked (Polanizas, 1998). This capability
enables new forms of electronic ownership
that transcend traditional limitations. For
instance, a product embedded with a digital
identifier can be traced back to its production
process, ensuring accountability and safety for
consumers, while also facilitating the
development of secondary markets for both
tangible and intangible goods (Saket, 2008).
However, the storage and management of such
vast data require innovative infrastructures,
leading to the emergence of electronic banks
or “infobanks” capable of collecting, storing,
and managing electronic ownership data
(Wieling, 2007). Infobanks may operate in
active or passive forms, with active banks
leveraging stored data for profit through data
mining and resale, while passive banks restrict
themselves to storage and access without
commercial exploitation (Mostert & Pope,
2010). In both cases, issues of trust, privacy,
and regulation arise: should individuals
entrust their ownership data to private
corporations, governments, or new specialized
institutions? The answer to this question
directly shapes the legal contours of electronic
ownership within the IoT ecosystem.

From a jurisprudential standpoint, identifying
the essential features of virtual property is
critical for establishing whether and how such
assets should be protected by law. Scholars
have proposed five distinctive indicators:
competitiveness, durability,
interconnectedness, secondary markets, and
user-added value (Bahrami, 2012).
Competitiveness refers to the exclusivity of
ownership, whereby one person’s use of an
asset prevents others from using it—such as an
email address or virtual weapon. Durability
ensures that assets retain their existence and
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utility even when not in active use,
distinguishing them from ephemeral
intangibles like sounds or images (Lastowka &
Hunter, 2004). Interconnectedness highlights
the relational dimension of assets, as their
value often depends on their ability to interact
with other systems or properties (Hedavand &
Mashhadi, 2010). Secondary markets validate
the economic significance of virtual assets, as
demonstrated by cases such as Blacksnow
Interactive, where workers in Mexico
generated in-game goods for resale on eBay,
prompting legal disputes about the legitimacy
of such markets (Van der Merwe & De Waal,
1993). Finally, user-added value emphasizes
the collective creativity of individuals who
customize and enhance digital assets, imbuing
them with additional worth beyond their
original design (Saket, 2008). Together, these
five indicators establish a framework for
courts and legislators to assess the legitimacy
of claims to virtual property and to balance the
protection of rights with the need to encourage
innovation and market efficiency.

The evolution of legal responses to cyber assets
also reflects broader debates about the role of
law in regulating digital environments. On one
hand, proponents of traditionalist approaches
argue that existing frameworks of property
and intellectual rights are sufficient, requiring
only minor adjustments to accommodate
virtual contexts. On the other hand, innovative
approaches emphasize that cyber assets
represent a qualitatively distinct category that
necessitates new legal frameworks, potentially
leading to the emergence of “cyber property
law.” The growing relevance of IoT and virtual
property in commerce underscores the
urgency of these debates. For example, active
infobanks demonstrate that the
commercialization of data can create new
profit models but also pose significant
challenges related to data protection,
consumer rights, and regulatory oversight
(Mostert & Pope, 2010). Similarly, the legal

system must grapple with disputes arising
from virtual property theft, unauthorized
sales, or the collapse of virtual economies,
each of which can cause real-world financial
harm. As courts cautiously extend existing
doctrines to these disputes, they must navigate
the delicate balance between overprotection,
which  risks stifling creativity, and
underprotection,  which  leaves  users
vulnerable to exploitation (Hedavand &
Mashhadi, 2010).

In conclusion, the conceptualization of cyber
assets demonstrates that virtual property is
not merely a theoretical construct but a lived
reality with economic, social, and legal
implications. By incorporating insights from
classical ownership theories, modern
technological developments, and the evolving
practices of digital markets, scholars and
lawmakers can begin to outline a coherent
framework for recognizing and regulating
virtual assets. The five indicators of
competitiveness, durability,
interconnectedness, secondary markets, and
user-added value provide a practical
foundation for identifying when and how cyber
property should be legally protected. However,
given the rapid pace of technological change
and the unpredictability of digital
environments, these criteria must remain
flexible, adaptable, and context-sensitive.
Ultimately, the regulation of cyber assets will
require not only legal innovation but also
interdisciplinary collaboration, ensuring that
the law evolves in tandem with technological
and social transformations to safeguard rights,
foster creativity, and support the equitable
development of virtual economies.

References

Ansari, M., & Taheri, M. A. (2009). Encyclopedia of
Private Law (3rd edition ed., Vol. 1). Jungle
Publishing.

Bahrami, D. (2012). Property Registration Law in
Iran (1st edition ed.). Mizan Publishing.

Hart, H. L. A. (2011). The Concept of Law (1st edition
ed.). Ney Publishing.



Hedavand, M., & Mashhadi, A. (2010). Principles of
Administrative Law (In Light of the Judgments
of the Administrative Justice Court) (1st edition
ed.). Khorsandi Publishing.

Lastowka, F. G., & Hunter, D. (2004). The Laws of the
Virtual Worlds. California Law Review, 92, 1-74.
https://doi.org/10.2307/3481444

Mostert, H., & Pope, A. (2010). The Principles of The
Law of Property in South Africa. In (pp. 190).

Polanizas, N. A. (1998). The Nature of Things and
Law (1st edition ed.). Dadgostar Publishing.

Saket, M. H. (2008). Jurisprudence; A Prologue to
the Science of Law (1st edition ed.). Sales
Publishing.

Van der Merwe, C. G., & De Waal, M. J. (1993). The
Law of Things and Servitudes.

Van der Walt, A. J. (2005). Constitutional Property
Law.

Wieling, H. J. (2007). Sachenrecht (5th ed.).

Ty G 6 ST 6 reprie)


https://doi.org/10.2307/3481444

