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ABSTRACT

Terrorism has been one of the fundamental challenges to national and international security in recent decades, and
confronting it has become a serious concern for governments. In this regard, criminal law, as one of the legal
instruments for combating terrorism, plays a significant role in addressing this phenomenon. Although the primary
function of criminal law is to punish offenders and maintain social order, the political and complex nature of terrorism
can distance this field from its fundamental principles, such as justice, equality, and legality, thereby exposing it to
potential political misuse. Nevertheless, compared to alternatives such as war or purely security-based measures,
criminal law is considered a more legitimate and effective option due to its legal characteristics, procedural
transparency, and adherence to human rights. This legal tool can also provide a framework for better coordination
of security policies with democratic principles. Accordingly, the optimal strategy for combating terrorism is to
establish a comprehensive and multilayered approach in which criminal law is employed alongside other political,
security, cultural, and economic instruments, ensuring that public security is preserved while preventing violations
of fundamental legal principles and civil liberties.
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EXTENDED ABSTRACT
Terrorism has emerged as one of the most

critical challenges for contemporary societies,
exerting profound impacts on political
stability, public security, and the preservation
of civil liberties. Defined as violent actions
aimed at instilling fear and coercing political
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or social change, terrorism has been codified
differently in national and international legal
instruments. In Iran, for example, legal
frameworks identify terrorism as violent acts
against persons with legal immunity when

intended to influence governmental or
international policies (Arefi, 2017). This



definition closely resembles that of the
International Convention for the Suppression
of the Financing of Terrorism, though
differences exist, particularly concerning the
treatment of combatants in armed conflicts
(Mosaffa & Taherkhani, 2013). Additionally, the
law  distinguishes = between  politically
motivated acts of liberation movements and
conventional terrorism, exempting the former
from criminalization under specific conditions
(Gross, 2001, 2003). This distinction illustrates
the inherent political dimension of defining
terrorism and raises questions about the
universality of criminal law principles in
contexts where political and moral
justifications for violence intersect. As
scholars note, international conventions
generally emphasize three elements in
identifying terrorism: violence, civilian or
non-combatant targets, and political intent
(Saei & Masoumi, 2010). These definitional
challenges complicate the task of establishing
coherent criminal justice responses, as states
must navigate the tension between universal
legal norms and particular domestic political
considerations.

The evolution of anti-terrorism legislation
underscores the instrumental role of criminal
law in both regulating and symbolically
shaping responses to security threats. Legal
systems often amend or expand their criminal
codes following terrorist incidents, reflecting a
cycle of legislative reaction to public anxiety
and political pressure. For instance, in the
United Kingdom, laws enacted in response to
Irish Republican Army bombings in
Birmingham in 1974 and Omagh in 1998
exemplify rapid, sometimes hasty, legislative
action (Thomas, 2002). In the United States,
similarly, terrorist incidents such as the killing
of Leon Klinghoffer in 1985, the World Trade
Center bombing in 1993, and the Oklahoma
City bombing in 1995, produced waves of
legislative responses aimed at broadening the
scope of terrorism offenses (McQuade, 1996).

Scholars argue that these rushed responses
often occur without sufficient deliberation,
sometimes being passed within hours or days
of an incident, leaving little room for critical
debate or human rights considerations
(Garland, 2001). The result 1is the
institutionalization of “governing through
crime,” where terrorism becomes both a legal
and political tool for consolidating state
authority and responding symbolically to
public demands (Jackall, 1994; Roach, 1999;
Simon, 1997). Following September 11, 2001,
this pattern intensified worldwide, as states
adopted sweeping counter-terrorism laws
under the impetus of UN Security Council
Resolution 1373, which mandated
criminalization of terrorism financing and
compelled states to report on their compliance
within 90 days (Albrecht, 2006; The 9/11
Commission Report, 2004; Whitehead & Aden,
2002). While these measures reinforced the
centrality of criminal law in counter-terrorism,
they also amplified concerns about the erosion
of due process, proportionality, and
accountability.

Despite its apparent utility, criminal law’s
deployment against terrorism is fraught with
normative and practical challenges. One
central concern lies in the broad and
sometimes vague definitions of terrorism-
related offenses, which risk conflating
legitimate political dissent with criminal acts.
In Indonesia’s 2004 anti-terrorism legislation,
attempts were made to separate terrorism
from political crimes and limit its scope to
particular religious motivations, reflecting
efforts to prevent misuse (Hatami & Haji-
Zadeh, 2014). However, many jurisdictions
criminalize mere association with designated
terrorist organizations or the possession of
materials potentially useful for terrorism,
bypassing the requirement of proof for actual
participation in violent acts. Such expansions
undermine the principle of legality and blur
the distinction between political opposition
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and terrorism. Moreover, the reliance on
collective ~ or preventive punishment,
advocated by some theorists as a way of
deterring group-based motivations for
terrorism, raises serious risks of miscarriages
of justice (Dershowitz, 2002). Practices at
Guantanamo Bay illustrate these dangers,
where many detainees were held under
terrorism allegations without sufficient
evidence, often on the basis of unverified
intelligence or coerced confessions (Haji-
Jabbari, 2018). These examples demonstrate
how excessive reliance on criminal law may
transform it into a political tool of repression,
weakening its communicative and retributive
legitimacy. Independent judiciary systems can
mitigate these risks by upholding due process
standards, but even judges are not immune
from security pressures that may justify
harsher interpretations in the name of victim
protection or future risk prevention
(Ackerman, 2004; Dworkin, 2002).

A key domain where criminal law intersects
with counter-terrorism is in the regulation of
financing, training, and logistical support for
terrorist organizations. Following the 1999
international convention, financing terrorism
became a crime regardless of whether funds
were ultimately used for terrorist acts (Saul,
2012). Domestic laws in many countries,
including Iran, followed this model,
criminalizing both direct and indirect financial
assistance to designated groups (Arefi, 2018).
While this preemptive strategy strengthens the
preventive dimension of counter-terrorism, it
also raises procedural justice concerns. The
International Bar Association has criticized
the UN for failing to recognize judicial review
rights for individuals or entities mistakenly
placed on terrorism financing lists
(International Bar Association, 2003). Such
listings often lack transparent mechanisms for
appeal or compensation, thereby inflicting
punitive effects without formal trial or
conviction. The collateral consequences of

these financial restrictions extend to
businesses, banks, and third parties who, out
of caution, may cut ties with individuals
merely suspected of association, effectively
imposing extrajudicial sanctions. Similarly,
the US Patriot Act expanded financing-related
powers to cover non-terrorism crimes, such as
child pornography, highlighting the risk of
legal creep from exceptional counter-
terrorism laws into ordinary criminal law
domains (United States Department of Justice,
2004). These developments underscore the
delicate balance between preventive efficiency
and the preservation of fundamental
principles of legality, fairness, and
proportionality.

The tension between security imperatives and
civil liberties becomes most visible in the
securitization trends of modern criminal law.
The emphasis on pre-emptive criminalization
of acts not yet committed, expansive
definitions of terrorism, and the transfer of
investigative =~ powers to  non-judicial
institutions reflects an overarching security-
oriented shift (Abdollahi, 2014; Adam, 2009).
For example, the UK Terrorism Act 2000 and
subsequent laws have enabled immigration
authorities to detain or expel individuals
suspected of terrorism without trial, reflecting
a move away from judicial oversight toward
executive discretion (Mitsilegas, 2021).
Similarly, in France, laws allow imprisonment
for failure to justify financial resources when
linked to suspected terrorism, a provision
criticized as vague and discriminatory. These
measures, often disproportionately targeting
foreigners, Muslims, and ethnic minorities,
reinforce systemic biases and perpetuate
structural racism (Mehra, 2007; Sadr
Tohidkhane, 2009; Saei & Masoumi, 2010). By
framing suspects as “enemies” rather than
“criminals,” counter-terrorism laws risk
undermining equality before the law and
legitimizing discriminatory practices
(Hakimiha, 2006; Sharifi Taraz Koohi, 1998).



This enemy-oriented approach reveals how
criminal law, under security pressures, can
become a vehicle for exclusion rather than
inclusion, eroding its foundational role as a
universal system of justice. Ultimately, the
securitization of criminal law not only
endangers individual rights but also risks
delegitimizing the very state institutions it
seeks to protect.

Recognizing these limitations, scholars and
policymakers increasingly advocate for
comprehensive, multi-layered approaches to
counter-terrorism that situate criminal law
within broader strategies. Comparative
studies suggest that effective responses must
integrate criminal law with preventive
administrative measures, public health
approaches, and social interventions (National
Research Council, 2002). Borrowing from
William Haddon’s framework for traffic injury
prevention, some propose that terrorism
should be addressed through interventions at
the pre-event, event, and post-event stages,
including tighter control of hazardous
materials and enhanced emergency response
(Haddon, 1972). Others highlight John
Braithwaite’s  theory  of  “responsive
regulation,” which suggests a graduated
approach, beginning with negotiation and
escalating to harsher sanctions only for
persistent  non-compliance  (Braithwaite,
2002). Such frameworks offer more
sustainable and democratic alternatives to
purely punitive models. Nonetheless,
integrating criminal law into a broader
hierarchy of responses requires vigilance
against the temptation to justify extraordinary
measures, such as torture or extrajudicial
killings, under the guise of last-resort
strategies (Dershowitz, 2002; O'Brien, 2003).
Furthermore, commissions investigating
September 11 emphasized that political
instability, state collapse, and social
marginalization are root causes of terrorism,
and unless these are addressed, legal and

military responses will remain limited in their
impact (The 9/11 Commission Report, 2004).
These insights stress the need for holistic
approaches that not only suppress immediate
threats but also mitigate long-term drivers of
extremism.

In conclusion, the role of criminal law in
combating terrorism and shaping security
policies is both indispensable and inherently
constrained. While legal instruments such as
the criminalization of financing, training, and
membership in terrorist organizations provide
states with tools for proactive engagement, the
challenges of vagueness, overreach, and
political misuse remain profound. The
historical evolution of counter-terrorism
legislation demonstrates how states have
repeatedly turned to criminal law as a
symbolic and practical response to crises, yet
often at the cost of due process and equality.
To be effective and legitimate, criminal law
must be embedded within a wider, multi-
dimensional strategy that balances security
imperatives with fundamental legal principles
and human rights. Ensuring transparency,
proportionality, and accountability in the
application of anti-terrorism laws will not only
safeguard individual freedoms but also
strengthen the credibility and resilience of
democratic systems in the face of evolving
terrorist threats.
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