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ABSTRACT

This article examines the opportunities and human rights challenges arising from the phenomenon of hacktivism
from the perspective of Islamic jurisprudence. The objective is to present a jurisprudential framework for assessing
this type of activity and its implications for human rights. The present study employs a descriptive-analytical method
and relies on library sources, including jurisprudential texts, legal documents, and scholarly articles related to
hacktivism. Hacktivism may be regarded as a tool for exposing injustices and defending violated rights, which aligns
with the general principles of enjoining good and forbidding wrong in Islamic jurisprudence. However, the methods
employed in hacktivism, such as violations of privacy and disruption of systems, create serious ethical and legal
challenges that require precise jurisprudential scrutiny. Hacktivist actions, with their dual nature, create challenges
for the international criminal justice system, as they often blur the boundaries between lawful conduct and criminal
activity. This duality raises fundamental questions regarding legitimacy, moral and legal responsibility, and the
manner of addressing this phenomenon from the perspectives of human rights and Islamic jurisprudence.
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EXTENDED ABSTRACT
Hacktivism, as a hybrid phenomenon

combining hacking skills with political and
social activism, presents both opportunities
and profound challenges when examined
through the lenses of human rights and
Islamic  jurisprudence. Its conceptual
ambiguity has sparked considerable debate in
scholarly discourse. Some define hacktivism as
a legitimate extension of collective action
theories into cyberspace, a means of
combining critical thought with technical
expertise to achieve social or political
transformation, while others equate it with
illegal hacking practices that compromise
internet security (Karagianopoulos, 2018).
Scholars like Peter Krapp have emphasized its
performative dimension, framing hacktivism
as a form of protest designed to attract public
attention and increase awareness of rights
such as freedom of expression and privacy (Li,
2013). Yet, its manifestations range from
political symbolism to outright cybercrime,
blurring the line between lawful protest and
unlawful intrusion. As Davis notes, the
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growing integration of technology into
everyday life complicates the task of
distinguishing acts of hacktivism from broader
cyber campaigns, since the same methods may
underpin criminal endeavors or social
resistance (Davis, 2022). This definitional
tension has profound implications, especially
when assessing the legitimacy of hacktivist
activities in legal, ethical, and religious
frameworks, where the act, intent, and
outcome are equally important.

Typologies of hacktivist activities reveal the
diversity of tactics and their varying
implications for human rights. Scholars
emphasize that ideology and goals often
determine the forms hacktivism takes
(Fletcher, 2014). Actions range from relatively
benign email campaigns to disruptive denial-
of-service (DoS) and distributed denial-of-
service (DDoS) attacks (Broussard, 2018). The
first “net strike” of 1995 in France marked the
beginning of coordinated online protests,
which later evolved into sophisticated DDoS
campaigns by groups like Anonymous (Miller,
2020). Other methods include virtual sit-ins
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(Castells, 2012; Chen, 2018), website
defacement (Jordan, 2004), and data theft
(Hajjarian, 2019; Jamali, 2024). These actions
are often justified as exposing institutional
weaknesses or highlighting injustices, yet they
can simultaneously undermine privacy and
security. For example, Anonymous famously
breached HBGary and released personal data
of its employees (Solomon, 2017), as well as
sensitive information from a Tanzanian
telecommunications firm (Solomon, 2017),
while other hackers targeted the World
Economic Forum in Davos, stealing personal
data of attendees (Brown, 2019). Additional
tools such as email bombs (Denning, 2001),
malware (Krotofil, 2018; Owen, 2017;
Pahlevani, 2012), and spyware highlight how
hacktivism straddles protest and criminality.
While some tactics mirror peaceful protest in
digital form, others pose direct threats to
fundamental human rights such as privacy,
security, and property, necessitating nuanced
interpretation in both secular and Islamic
jurisprudence.

From the perspective of Islamic jurisprudence,
the challenge is to reconcile a modern cyber
phenomenon with long-established ethical
and legal principles. Hacktivism does not
appear in classical sources, but it can be
examined through analogies to principles such
as amr bi-I-ma‘rif (enjoining good), nahy ‘an
al-munkar  (forbidding  wrong), and
prohibitions against espionage (tajassus) or
corruption  (ifsad). The jurisprudential
assessment depends heavily on intention
(niyyah), which in Islamic legal thought is
central to determining the legitimacy of an act
(Hajjarian, 2019; Majlisi, 2003). Acts carried
out with sincere intentions to defend the
oppressed, expose widespread corruption, or
prevent grave injustice might under certain
conditions be justified as serving the public
interest (maslaha) (Hosseini, 2021; Makarim
Shirazi, 1999). Conversely, actions motivated
by personal gain, sedition, or harm to

innocents are categorically impermissible.
Jurists emphasize the principle of balancing
benefits and harms, applying the rule of
“avoiding greater harm by tolerating lesser
harm” in specific cases (Nazari Tavakkoli,
2021). Yet Islamic law also strictly prohibits
violations of privacy, damage to reputations,
and unlawful intrusion into others’ property,
whether physical or digital (Hedayati Fakhr
Davoud, 2009). Therefore, while hacktivism
aimed at preventing greater harm could, under
exceptional conditions, be conditionally
legitimate, the prevailing jurisprudential
stance favors caution and prioritizes social
order, privacy, and respect for rights over
potentially destabilizing acts of cyber
resistance.

The human rights dimension of hacktivism
reveals its ambivalence as both a tool of
empowerment and a source of vulnerability.
On one hand, hacktivists may act as guardians
of accountability, uncovering state or
corporate misconduct when traditional
mechanisms fail (Brown, 2019; Chen, 2018).
Their anonymity can protect them from
repression and enable whistleblowing that
serves democratic values. On the other hand,
the indistinguishability between politically
motivated  hacktivism and  ordinary
cybercrime  creates risks of  over-
criminalization and the suppression of
legitimate dissent (Solomon, 2017). Legal
scholars caution that blanket prohibitions
against hacktivism might inadvertently
criminalize constructive forms of protest that
advance human rights (Davis, 2022; Lee, 2021;
Wang, 2022). This dilemma underscores the
necessity of carefully distinguishing between
destructive acts that infringe upon privacy,
property, or security, and expressive acts
aimed at raising awareness or resisting
oppression. International law and human
rights instruments increasingly grapple with
this ambiguity, reflecting the tension between
safeguarding security and protecting freedoms



of expression and association. The lack of
universally = accepted  definitions or
frameworks complicates enforcement and
heightens the risk of abuse by states seeking to
suppress dissent under the guise of combating
cybercrime.

At the international Ilevel, hacktivism
challenges conventional criminal law
frameworks due to its transnational nature
and dual identity as both activism and crime.
Determining jurisdiction in cyber disputes is
notoriously complex, as highlighted by the
Budapest Convention’s call for states to
consult in cases of overlapping claims, though
without strong enforcement mechanisms
(Eslami, 2014; Pourghahramani, 2021).
Problems of extradition persist when
offenders operate across borders with
divergent legal standards or seek refuge in
“cyber havens.” Meanwhile, international
bodies like the UN Office on Drugs and Crime
attempt to foster cooperation, yet no unified
international criminal court for cyber offenses
exists. Some states, like the UK, have
criminalized hacktivism under the Computer
Misuse Act 1990 (Wall, 2007; Weber, 2014),
while still upholding freedom of expression,
and the US adopts a similar balance through
its Computer Fraud and Abuse Act (Li, 2013).
The Budapest Convention (2001) provides the
most comprehensive framework but does not
explicitly address hacktivism (Svensson, 2017),
while regional charters such as the African
Charter on Human and Peoples’ Rights
emphasize freedom of expression within

lawful limits (Solomon, =2017). These
fragmented frameworks expose
inconsistencies between national and

international approaches, amplifying the need
for harmonized legal standards that can
distinguish legitimate protest from harmful
cyber aggression without undermining
fundamental rights.

In conclusion, hacktivism embodies a paradox
at the intersection of technological innovation,

political resistance, human rights, and
religious jurisprudence. Its tactics can
empower marginalized voices and hold
powerful actors accountable, but they also risk
violating privacy, destabilizing systems, and
eroding trust in digital infrastructures. From
an Islamic jurisprudential standpoint, the
morality and legality of hacktivism depend
upon intent, proportionality, and alignment
with overarching principles of justice and
social welfare. From a human rights
perspective, its legitimacy hinges on balancing
the right to protest with the obligation to
protect security and privacy. Addressing
hacktivism requires updated jurisprudential
reasoning, adaptive legal frameworks, and
nuanced ethical debate. Only by integrating
perspectives from technology, law, ethics, and
religion can societies develop balanced
responses that recognize the dual potential of
hacktivism—either as a vehicle for justice or as
a source of harm—while preserving both
human rights and societal order.
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